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EXECUTIVE SUMMARY 

BACKGROUND 

A wide range of corporate information technology (IT) and operational technology (OT) 

cybersecurity threats and vulnerabilities in the water sector have been identified by both 

industry and academia. Some are associated with municipal water distribution systems that 

can easily be sabotaged or even damaged by means of contamination injection, cyberattack 

or physical destruction (Janke, Tryby & Clark, 2014). In many countries, as in South Africa, 

critical infrastructure (CI) owners have focused largely on physical security. However, with the 

increased connectivity through digital technologies and communication networks, 

cybersecurity has become an area of increasing concern. This is also true of the water and 

sanitation sector as utilities are increasingly using smart or connected industrial control 

systems (ICS) for their operational technologies. These are essential for the monitoring and 

control of physical processes essential to water treatment plants and distribution systems.  

Although no credible register of cyber incidents or successful cyberattacks exists in South 

Africa, it is known that key installations of the country, including the water and sanitation CI, 

are being targeted. It is therefore prudent for the sector to holistically examine its cybersecurity 

resilience level, from legislation and policies to governance and capability, and from everyday 

practices to awareness.  

In addition to the water and sanitation sector cybersecurity resilience assessments, a record 

of the typical cybersecurity incidents (unsuccessful threats) and events (successful attacks) 

experienced by the sector has been compiled in this report.  

RATIONALE 

In the interdependent and hyperconnected digital world, cybersecurity resilience is essential 

for continuous existence and competitive advantage (Annarelli, Nonino & Palombi, 2020). The 

performance of CI (e.g. water supply systems) has traditionally been analysed using 

conventional risk assessment methods for their safe and reliable operation (Linkov & Trump, 

2019). This approach allows responding adequately to known threats and hazards (Gasser et 

al., 2019). However, it has more recently become apparent that additional considerations and 

efforts are needed beyond the well-established risk-based techniques to ensure efficient 

recovery from disruptive events (Panteli & Mancarella, 2015).  

As a result, increased attention has now shifted towards resilience of CI, which is considered 

fundamental to adequately addressing natural and human-origin disruptive events (Jackson, 

2015). It is against this backdrop that a whole-systems approach is required to assess 

resilience of the water and wastewater CI against cyberthreats. This is crucial as security is 
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managed mostly in its own silo, with standards, governing bodies, policies and guideline 

documents geared specifically to a single area of security concern (DiMase, Collier, Heffner & 

Linkov, 2015). 

 

AIM AND OBJECTIVES  

The aim of the WP2 study was to evaluate the cybersecurity resilience of water CI in South 

Africa and provide recommendations for continuous improvement. The objectives of the study 

were as follows: 

• Develop a socio-technical systems cybersecurity resilience assessment model. 

• Evaluate the level of water sector CI cybersecurity resilience of South Africa. 

 

METHODOLOGY 

As the aim of the study was to perform a cybersecurity resilience evaluation of water CI, a 

suitable assessment model was required. To develop the cybersecurity resilience assessment 

model, two premises were made. The first premise was based on the socio-technical systems 

cybersecurity optimisation process developed by Malatji, Marnewick and Von Solms (2020), 

and validated by industry practitioners. The second premise was based on the modified 

National Institute for Standards and Technology (NIST) cybersecurity framework for CI 

protection – CI cybersecurity capability framework. The NIST cybersecurity framework is a 

best practice set of security guidelines used worldwide. The CI cybersecurity capability 

framework is essentially the modified NIST cybersecurity framework (NIST CF) as developed 

by Malatji, Marnewick and Von Solms (2021). The two frameworks were merged to develop a 

CI cybersecurity resilience assessment framework model that provides a whole-systems 

perspective of analysis.  

The cybersecurity resilience assessment model was subsequently utilised to assess the 

cybersecurity resilience level of the water and sanitation sector in South Africa. This was 

accomplished through four case studies of water CI owners and operators. The cybersecurity 

resilience assessment model measured four metrics: maturity, utilisation, effectiveness and 

comprehensiveness. The maturity and utilisation of cybersecurity practices were measured 

through data collected via a survey and the findings were extrapolated to the entire sector.  

The effectiveness and comprehensiveness metrics were computed through data collected by 

way of interviews, and the findings are only applicable to the individual case study 

organisations. These were used not only to triangulate the survey results, but also to identify 

the socio-technical cybersecurity vulnerability areas of concern (i.e. those security measures 
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that emphasise one aspect of cybersecurity – usually technical – over other aspects – usually 

human factors and physical security – thereby exposing gaps, since a security chain is as 

strong as its weakest link). The findings are summarised next. 

RESULTS AND DISCUSSION 

The study results are summarised as follows: 

• 37,5% of the case study organisations utilise a formal security standard, guideline, or 

framework.  

• 37,5% of the case study organisations have a formal cybersecurity governance structure 

in place. 

The overall finding based on the above indexes is that the cybersecurity resilience of South 

Africa’s water sector is average. That is, its capability to prepare and plan for, absorb, rapidly 

recover from, and successfully evolve from any human-made and/or autonomous adverse 

conditions, stresses, attacks and/or compromises is average. In particular, the areas of 

concern that need immediate attention and improvement in both the enterprise IT and ICS 

environments are in the maturity and utilisation elements of the cybersecurity practices. This 

is consistent with the fact that only 37,5% of the case study organisations utilise a formal 

security standard, guideline, or framework to direct and control their cybersecurity activities 

and have a formal cybersecurity governance structure in place. 

RECOMMENDATIONS 

The findings gave rise to the following general and policy recommendations:   

• Set up security operations centres at larger sector organisations.  

• Adopt cybersecurity standards, guidelines and/or frameworks at organisational level.  

• Commission specialised teams for enterprise IT security and ICS cybersecurity.  

• Conduct mandatory annual cybersecurity resilience assessments in the sector.  

CONCLUSIONS AND FUTURE RESEARCH 

A socio-technical systems (STS) cybersecurity resilience assessment model, which is the first 

objective of the study, was achieved by combining the CI cybersecurity capability framework, 

which is essentially the modified NIST CF, and the STS cybersecurity optimisation process. 

The STS cybersecurity optimisation process overarches the core of the cybersecurity 

resilience assessment model. This ensures that CI owners/operators do not emphasise only 

the technical cybersecurity safeguards at the expense of the other equally important non-

technical security measures, thereby opening socio-technical cybersecurity vulnerability gaps. 

The second objective of the study, which was to evaluate the level of water sector CI 
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cybersecurity resilience of South Africa, was also achieved by deploying the STS 

cybersecurity resilience assessment model at selected water establishments. The case 

studies and model deployment in real-life settings also served as validation of the assessment 

model. Future research could deploy the assessment model with 50% or more of the water 

sector population/actors participating in the study. Future research could also explore how the 

data collection techniques of the assessment model could be improved to attain as near real-

time data that reflects operational reality as possible.  
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1. INTRODUCTION AND OBJECTIVES 

1.1 Introduction 

Resilience renders a more promising approach in the cybersecurity field to attain a 

comprehensive understanding of how systems can be impacted by adverse cyber events and 

how to recover from them (Gasser et al., 2019). Industry, governments and academia have all 

come to accept that it is highly unlikely, if not impossible, for all CI risks to be successfully 

identified and addressed (Chaves, Rice, Dunlap, & Pecarina, 2017; Clédel, Cuppens, 

Cuppens, & Dagnas, 2020). This is demonstrated by the recent cyberattacks on critical and 

non-critical infrastructure systems in the United States of America (USA).   

New techniques are therefore needed to enable mitigation, adaptation and recovery from 

inevitable disruptions and cyberattacks on critical and interdependent infrastructure systems 

(DiMase et al., 2015; Ganin et al., 2017). Resilience has emerged from this realisation that not 

all threats and adverse events can be averted through risk assessment methods (Gasser et 

al., 2019). Thus, resilience is an attempt to overcome the limitations of traditional risk 

management methods in the cybersecurity of CI (Björck, Henkel, Stirna, & Zdravkovic, 2015; 

Carías, Arrizabalaga, Labaka, & Hernantes, 2020; Linkov & Kott, 2019). As the ability to 

prepare for and adapt to dynamic conditions and absorb and recover quickly from adverse 

events, resilience is the fundamental goal of the protection of CI (Roege et al., 2017). It is 

primarily concerned with the availability of mission critical systems and services with limited 

disruptions (Young & Leveson, 2014). Therefore, resilience is fundamentally about a system's 

intrinsic ability to adapt to unexpected events (Annarelli et al., 2020; Mohebbi et al., 2020), 

and does not emphasise the events themselves (Clédel et al., 2020).  

The events and associated negative impacts are the fundamental concern of risk management 

(Heinimann & Hatfield, 2017). Thus, risk assessments provide for diagnostics and situation 

awareness capabilities (Hardison, 2018), whereas resilience is about the mitigation of 

unexpected disruptions (Arghandeh, Von Meier, Mehrmanesh, & Mili, 2016). It is the ability to 

recover quickly and the capacity to adapt in the face of challenging circumstances while 

maintaining critical services that distinguish resilient systems. Resilience techniques are 

therefore complementary to, but different from, those of risk management (Rieger, 2014). This 

is because resilience is essential when there is not enough historical data to calculate risk 

(Linkov & Trump, 2019; Roege et al., 2017).  

Another distinguishing factor is that the scope of resilience-based, as opposed to risk-based, 

measurement methods is comprehensive and difficult to execute as it is an integrated life cycle 

approach involving key stakeholders across all business functions on-premises and in the 

cloud (Dickson & Goodwin, 2020). The difficulty in execution stems from the fact that 
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cyberresilience comprises numerous domains, e.g. information security, governance and 

business continuity, with hundreds of procedures within them and complex relationships 

between the domains and procedures (Carías, Labaka, Sarriegi, & Hernantes, 2019). 

Moreover, resilience measurements can be event-specific, framework-based, fuzzy, 

quantitative deterministic and/or probabilistic, or even qualitative (Gasser et al., 2019; Linkov 

& Kott, 2019; Thorisson, Lambert, Cardenas, & Linkov, 2017).  

In terms of framework-based resilience measurements, a number of cyberresilience 

assessment guidelines, models and best practices have been proposed over the years (Clédel 

et al., 2020; Collier et al., 2014; Collier, Panwar, Ganin, Kott, & Linkov, 2016). However, due 

to a lack of standardised resilience metrics and diversity of opinions on how to attain good 

cyberresilience, a number of resilience assessment frameworks, standards and guidelines 

have been proposed (Mohebbi et al., 2020; Roege et al., 2017). Some of the diverse 

cyberresilience assessment frameworks, standards and guidelines include: 

• International Standardisation Organisation/Technical Committee (ISO/TC) 292 security 

and resilience (ISO, 2021; Naden, 2021). 

• The Resilience Matrix (Linkov et al., 2013). 

• The Computer Emergency Response Team-Resilience Management Model (CERT-RMM) 

(Caralli et al., 2016; Roege et al., 2017). 

• The MITRE corporation’s set of cyberresilience assessment guidelines (Carías et al., 

2020). 

• Cyberresilience review (Roege et al., 2017). 

• ISO 31000 as adapted for resilience assessments (Heinimann & Hatfield, 2017). 

• ISO 27001 as adapted for resilience assessments (Annarelli et al., 2020).  

Apart from the framework-based cyberresilience assessment methods mentioned above, 

many other studies have proposed different methods to assess the resilience of CI. These 

studies have also brought numerous new findings pertaining to the quantification of CI 

resilience (Rehak, Senovsky, Hromada, & Lovecek, 2019). However, most of the current 

cyberresilience frameworks, including the NIST CF, do not explicitly present the complex 

interdependent relationships between the different cyberresilience domains from an STS 

perspective.  

The STS approach helps identify and address not only the technological, but also social and 

environmental cybersecurity threats and vulnerabilities (Malatji et al., 2020). This approach 

also ensures that the economic aspect is interwoven with the social and environmental 

aspects to achieve sustainability. Although the resilience matrix – physical, information, 

cognitive and social – by Linkov et al. (2013) addresses some of the STS dimensions, the 
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NIST CF comes the closest to addressing the cybersecurity resilience challenges from an STS 

perspective. However, it does not outline how the STS cybersecurity resilience assessments 

should be incorporated and operationalised. This forms part of the central aim of the study, as 

outlined next. 

1.2 Project aim and objectives 

The aim of WP2’s study was to develop an STS cybersecurity resilience assessment model 

based on the five elements of the NIST CF and to determine the cybersecurity resilience levels 

of South Africa’s water CI. The objectives of the study were as follows: 

• Develop an STS cybersecurity resilience assessment model. 

• Conduct case studies to determine the level of cybersecurity resilience at South Africa’s 

water utilities.  

1.3 Report layout 

The report is structured as follows: 

• The aim and objectives of this deliverable (WP2) are introduced in Section 1.  

• The cybersecurity resilience literature is reviewed and discussed in Section 2 to gain 

insight into best resilience assessment practices. This is in relation to the first objective of 

the study. 

• In Section 3, the study method employed to develop the cybersecurity resilience 

assessment model is outlined. Best cybersecurity resilience assessment practices are 

adopted in this section to develop an assessment model for the water sector of South 

Africa. This is in relation to the second objective of the study. 

• In Section 4 the cybersecurity resilience assessment model is deployed in real-life settings 

in the form of case studies. Through the case studies, cybersecurity resilience levels of 

four water entities are assessed. 

• Section 5 covers the validation of the cybersecurity resilience assessment model, as well 

as the case study findings.  

• Recommendations pertaining to the water sector’s cybersecurity resilience level are made 

in Section 6. 

• Section 7 concludes the report and future focus areas for research are proposed. 

 

  



4 
 

2. CYBERSECURITY RESILIENCE 

2.1 Introduction 

Traditional risk management techniques to adequately defend against emerging cyberthreats 

are proving ineffective (Dickson & Goodwin, 2020) due to digital transformation initiatives 

including cloud computing, artificial intelligence (AI) and the (industrial) Internet of Things 

(Lees, Crawford, & Jansen, 2018; Tonhauser & Ristvej, 2019). Focused mainly on planning 

for continuity of operations in the event of system outages and failures, classical business 

continuity techniques should also evolve to include cyberthreats (Dickson & Goodwin, 2020). 

The incorporation of resilience, risk management, business continuity and practices from 

several other domains into the cybersecurity domain has created a discipline dedicated to 

improving cyber response capabilities such as incident detection, recovery and continual 

process improvement (Carías et al., 2020; Dickson & Goodwin, 2020). This has resulted in 

various definitions of resilience depending on the domain of application (Imani & Hajializadeh, 

2020). 

2.2 Cyberresilience definition 

Sifting through the resilience literature highlights a lack of consensus on the definition of 

cybersecurity resilience across several domains (Imani & Hajializadeh, 2020). How resilience 

is defined depends heavily on each research domain (Gasser et al., 2019). Despite the lack 

of consensus, there is a common theme to the definition of resilience across all domains, i.e. 

the ability to minimise the magnitude and/or duration of adverse conditions and a system’s 

inherent/design ability to absorb, adapt and recover from the negative conditions (Ayyub, 

2014; Björck et al., 2015; Bodeau & Graubart, 2017; Clédel et al., 2020; Dessavreand & 

Ramirez-Marquez, 2015; Hale & Heijer, 2006; Linkov & Kott, 2019; National Academy of 

Sciences, 2012). Derived from the common themes across several domains, in this study 

resilience refers to: 

 

the ability of critical infrastructure systems to prepare and plan for (anticipate), absorb 

(withstand), rapidly recover from (restore critical services) and successfully evolve from 

(adapt to) natural, human-made and autonomous adverse conditions, stresses, attacks 

and/or compromises. 

 

The resilience definition above takes on a meaning that encompasses the overall CI function 

(critical services of entire system) as the objective of resilience (Mohebbi et al., 2020). It is 

important to highlight this because in this study cybersecurity resilience, or simply 

cyberresilience, considers the state of a CI function following adverse conditions, stresses, 
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attacks and/or compromises on the underlying cyberinfrastructure. In other words, the study 

looks at the entire CI resilience, but only because of cybersecurity breaches.  

2.3 Cyberresilience approach 

As used in CI sectors, ICS have been designed for functionality, safety and performance – 

through reliability, availability and maintainability (Franciosi, Voisin, Miranda, Riemma, & Iung, 

2020) – but not with security in mind (Campbell, 2016; Clark & Hakim, 2014). The legacy 

designs only considered unexpected but accidental hazards such as natural and adverse 

weather conditions, as well as human error (Clédel et al., 2020). Security and resilience, in 

addition to risk management, are considered complementary components of cybersecurity 

(Roege et al., 2017). Improving a system’s resilience thus renders significant advantages in 

managing risk (Haimes, 2009). 

2.3.1 Limitations of risk management on CI protection 

Traditional risk management techniques begin with risk evaluations of known threats based 

primarily on historical data utilising the triplet approach: what can go wrong (threats), how 

likely is it to happen (vulnerabilities) and what is the impact (consequences) (Clédel et al., 

2020; Collier et al., 2014; Gasser et al., 2019; Heinimann & Hatfield, 2017; Roege et al., 

2017)? As already stated, the absence of historical and/or forecast data makes it prohibitively 

challenging to conduct a risk assessment that adequately accounts for the potential cascading 

impact of events on highly complex and interconnected CI (Linkov & Kott, 2019). Probabilistic 

risk-based techniques are therefore limited when it comes to strategies required to address 

the various types of threats and vulnerabilities on highly complex and interconnected CI 

(DiMase et al., 2015; Ganin et al., 2017).  

 

To fill in the historical and/or forecast data gaps for probabilistic risk assessments, semi-

quantitative techniques can be utilised by way of expert judgements (DiMase et al., 2015; 

Roege et al., 2017). This is where (cyber)resilience comes in. (Cyber)resilience is more 

concerned with a CI’s adaptive capacity (Redman, 2014) to respond to (cyber)threats pre-, 

during and post-event for continuity of mission critical services (Annarelli et al., 2020; Roege 

et al., 2017; Young & Leveson, 2014). Resilience techniques have been shown to be more 

appropriate for this type of comprehensive scope of threat analysis than risk management 

techniques (Carías et al., 2020; Heinimann & Hatfield, 2017). Thus, resilience is essential 

when risk is incomputable as is the case in trying to quantify CI threats (Ganin et al., 2017; 

Linkov & Kott, 2019).  
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As shown in Figure 1, the importance of cyberresilience does not imply that risk management 

techniques should be completely discarded. If anything, organisations looking to improve their 

cybersecurity postures are better positioned to achieve this goal through risk assessments for 

informed decision making and continuous improvements (Hardison, 2018).  

 

Figure 1. Cyberresilience as a component of cybersecurity 

As shown in Figure 1, cyberresilience strategies assume that business continuity practices, 

which are usually risk-based, traditional security and cybersecurity are already in place 

(Bodeau, Graubart, Heinbockel, & Laderman, 2015). The notion is that cyberresilience 

capacities of an organisation complement these conventional practices as they have limited 

effectiveness against advanced persistent threats (Bodeau et al., 2015; Gasser et al., 2019; 

Linkov et al., 2013; Roege et al., 2017). As discussed in the next section, CI cyberresilience 

strategies are explored for their integrated approaches that recognise the interrelationships 

between people, business processes and technology ecosystems within and outside an 

organisation (Lees et al., 2018; Roege et al., 2017). 
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2.3.2 Cyberresilience capacities 

Cyberresilience strategies are generally operationalised through four system resilience 

capacities (Hausken, 2020; Mohebbi et al., 2020). As shown in Figure 2, these are the 

preparedness, absorbability, restorability and adaptability capacities (Butler et al., 2014; 

Clédel et al., 2020; Francis & Bekera, 2014; Hausken, 2020; Linkov et al., 2013; Mohebbi et 

al., 2020).  

 

Figure 2. CI cyberresilience capacities 

The four CI cyberresilience capacities are implied in the definition of cyberresilience provided 

earlier in section 2.2. Prior to an adverse condition, stress, attack and/or compromise, 

operationalisation of the first cyberresilience capacity – preparedness – should focus on 

preparing and planning for known and unknown, expected and unexpected threats (Babiceanu 

& Seker, 2019; Clédel et al., 2020). Once CI cyber protective and cyber defensive mechanisms 

have been breached (Roege et al., 2017), the second cyberresilience capacity – absorbability 

– focuses on local impacts to identify and protect critical system components that are more 

vulnerable to exploitation (Mohebbi et al., 2020). Absorbability speaks to the degree to which 

CI systems can withstand and minimise impacts from adverse conditions, stresses, attacks 

and/or compromises (Vugrin, Warren, & Ehlen, 2011).  
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The third capacity of CI cyberresilience – restorability – focuses on the ability to quickly recover 

and restore critical services to as close to their original state as possible (Vugrin et al., 2011). 

The fourth CI cyberresilience capacity – adaptability – focuses on the ability to more rapidly 

adjust to new and sometimes adverse conditions, stresses, attacks and/or compromises 

(Francis & Bekera, 2014; National Academy of Sciences, 2012; Ouyang, Dueñas-Osorio, & 

Min, 2012). The authors acknowledge that there are different schools of thought as to which 

comes first between restorability and adaptability. In this study, adaptability is considered to 

occur concurrently through the respond and recover activities. This is signified by the circular 

arrow between restorability and adaptability in Figure 2. Adaptability is therefore considered 

to start during the event in the absorbability capacity where CI systems need to quickly adjust 

to new and sometimes adverse conditions, stresses, attacks and/or compromises for the 

organisation to respond appropriately. The adaptability capacity ends after the event and 

during the restorability capacity activities.  

 

As depicted by the circular arrow in Figure 2, it is an iterative process between restorability 

and adaptability for continuous adjustment to new conditions until all CI services are restored. 

Similarly, the arrows in each of the four CI cyberresilience capacities indicate that 

cyberresilience techniques can also be considered iterative. According to Rehak and Hromada 

(2018), the iterative nature of the cyberresilience strategies ensures continuous improvement 

of CI cyberresilience capacities for threat prevention, absorption, adaptation and recovery. If 

not continuously improved through assessments, cyberresilience strategies can become 

ineffective against certain adverse conditions, stresses, attacks and/or compromises (Hale & 

Heijer, 2006). 

2.4 Cyberresilience assessment metrics 

As stated in the introduction section, CI resilience metrics can be event-specific, framework-

based, fuzzy, quantitative deterministic and/or probabilistic, or qualitative (Gasser et al., 2019; 

Linkov & Kott, 2019; Thorisson et al., 2017). In this study framework-based metrics were 

utilised for assessing and analysing system resilience (Clédel et al., 2020; Nan & Sansavini, 

2017; Roege et al., 2017). A review of some of the cyberresilience frameworks is shown in 

Table 1. As already alluded to in the introduction section, STS gaps (last column) in Table 1 

refer to a scenario where either the social, technical, or environmental dimension is 

emphasised more than the others, thereby opening vulnerabilities on the less emphasised 

ones. Still on the last column of Table 1, the term ‘classified’ means that security controls have 

been categorised along the social, technical and environmental dimensions, whereas 

‘optimised’ means security controls categorisation is well balanced along the social, technical 

and environmental dimensions.    
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Table 1. Cyberresilience assessment frameworks 

Framework Source Framework elements STS gaps 

Cyber resilience 
review 

Cybersecurity and 
Infrastructure Security 
Agency (CISA) (2020) 

Incomplete; Performed; 
Planned; Managed; 
Measured; Defined 

Fundamentally technical and does not 
describe how security controls can be 
STS classified and optimised to 
identify socio-technical vulnerability 
gaps 

Critical infrastructure 
elements resilience 
assessment  

Rehak et al. (2019) Robustness; Recoverability; 
Adaptability 

Procedure for assessing the 
resilience of CI elements does not 
describe how security controls can be 
STS classified and optimised 

Cybersecurity 
resilience maturity 
measurement 

Mbanaso, Abrahams, & 
Apene (2019) 

Identify; Protect; Detect 
Respond; Recover 

Similar to NIST CF, framework does 
not describe how security controls 
can be STS classified and optimised  

Seven pillars of 
cyberresilience 

Carayannis et al. (2019) Patient; Persistent; 
Persevering; Proactive; 
Predictive; Preventive; Pre-
emptive 

Maps its seven elements to the NIST 
CF functions but does not describe 
how security controls can be STS 
classified and optimised  

Cornerstones of 
cyber resilient ICS  

Lees et al. (2018) Training; Policies and 
procedures; Host-based 
controls; Network-based 
controls; Risk management; 
Project management 

Fundamentally generic and leans 
more towards technical measures; the 
guidelines do not describe how 
security controls can be STS 
classified and optimised 

ICS cyber resilience 
assessment model 

Haque et al. (2018) Physical; Organisational; 
Technical 

Environmental dimension is not 
explicit; framework does not describe 
how security controls can be STS 
classified and optimised  

NIST CF NIST (2018) Identify; Protect; Detect; 
Respond; Recover 

A comprehensive framework 
containing all three STS dimensions; 
does not describe how security 
controls can be STS classified and 
optimised to identify socio-technical 
vulnerability gaps 

Resilience 
management 
framework 

Heinimann & Hatfield 
(2017) 

Establish context; Identify 
disruptions; Analyse 
resilience; Evaluate 
resilience; Build resilience 

Based on the ISO 31000 standard 
and does not describe how security 
controls can be STS classified and 
optimised 

CERT-RMM Caralli et al. (2016) Engineering; Enterprise 
management; Operations 
management; Process 
management  

Does not describe how security 
controls can be STS classified and 
optimised 

Cyber physical 
systems security 
framework 

DiMase et al. (2015) Policy and guidance; 
Governing bodies; Areas of 
concern; Cross-cutting 
capabilities 

Does not describe how security 
controls can be STS classified and 
optimised 

Cyber resiliency 
engineering 
framework 

Bodeau & Graubart (2013) Understand; Prepare; 
Prevent; Continue; 
Constrain; Reconstitute 
Transform; Re-Architect 

Does not describe how security 
controls can be STS classified and 
optimised  

Resilience matrix Linkov et al. (2013) Physical; Information; 
Cognitive; Social 

Does not describe how security 
controls can be STS classified and 
optimised 

National Cyber 
Security Centre 
(NCSC) cyber 
assessment 
framework 

NCSC (2020) Managing security risk; 
Protecting against 
cyberattack; Detecting 
cybersecurity events; 
Minimising the impact of 
cybersecurity incidents 

Does not describe how security 
controls can be STS classified and 
optimised to identify socio-technical 
vulnerability gaps 

Framework elements in the third column of Table 1 refer to the essential components of each 

framework for cyberresilience assessment. The diversity of the elements indicates a lack of 

consensus on resilience metrics, as previously highlighted by Mohebbi et al. (2020) and Roege 

et al. (2017). Bodeau and Graubart (2016), however, argue that no single cyberresilience 

metric or set of metrics is possible across all CI systems. Metrics should be customised 

according to stakeholder needs or to a specific system and/or mission (Roege et al., 2017).  
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A detailed review of the recommended cyberresilience assessment practices underpinning 

each framework element in Table 1 indicates that most of the frameworks do contain STS 

dimension attributes as defined by Davis, Challenger, Jayewardene and Clegg (2014) and 

Wu, Fookes, Pitchforth and Mengersen (2015), albeit not explicitly. However, close scrutiny of 

the practices reveals that the STS dimension attributes in the frameworks tend to lean more 

towards one or the other STS dimension, thereby creating socio-technical vulnerability gaps 

(Washington & Hacker, 2000). It is a classic case of the security chain is only as strong as its 

weakest link, as these gaps can be exploited by attackers.  

Additionally, the frameworks in Table 1 do not outline how security controls can be classified 

into STS dimensions and optimised to identify socio-technical cybersecurity vulnerability gaps. 

This is crucial as, for example, a cyberresilience assessment that indicates a satisfactory level 

of technical measures could be misinterpreted as adequate security safeguards. In this 

scenario the CI would also be considered as resilient. However, this scenario could mean that 

the cybersecurity technical dimension is being emphasised more than the other, as Carayon 

et al. (2015) put it, equally important STS dimensions.  

As the cornerstone of STS, joint optimisation (JO) should be determined to eliminate these 

kinds of false positives (Chen & Redar, 2014). JO refers to an STS technique concerned more 

with harnessing the best of both the technical and human aspects of organisational practices 

within a given environment (Carayon et al., 2015; Mumford, 2006). In other words, improving 

one aspect of an STS requires an improvement of the others to maintain the best possible 

performance (Carayon et al., 2015; Troyer, 2017; Walker et al., 2007). Therefore, to maintain 

the best possible cybersecurity performance in a CI, resilience assessments should consider 

a whole-systems perspective that can identify socio-technical cybersecurity vulnerability gaps 

(Hardison, 2018; Troyer, 2017). A framework-based STS cyberresilience assessment model 

is proposed by the authors to address the STS gap.  

 

As a component of cybersecurity, cyberresilience comprises preparedness, absorbability, 

restorability and adaptability capacities. CI owners/operators must therefore ensure that their 

cyberinfrastructure can anticipate, withstand, rapidly recover from and successfully adapt to 

natural, human-made and autonomous adverse conditions, stresses, attacks and/or 

compromises. This can only be achieved through an integrated cyberresilience assessment 

model. 
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3. CYBERRESILIENCE ASSESSMENT MODEL  

3.1 Introduction 

The development of the socio-technical systems cyberresilience assessment model (STS 

CAM) as the cybersecurity resilience evaluation tool of the study was based on five elements 

of the NIST CF. These ensure that the four cyberresilience capacities are seamlessly 

integrated to determine the level of resilience of any CI, water CI included. To ensure that the 

cyberresilience assessment model was holistic and balanced, an STS approach was 

incorporated to overarch both the five NIST CF elements and four cyberresilience capacities. 

Operationalisation steps of the STS CAM are outlined in this section to ensure that the 

resilience assessment tool can be tested in real-life settings.  

3.2 Resilience assessment model development 

3.2.1 Model development approach 

The STS CAM is underpinned by five NIST CF elements which, according to Hasan, Ali, Kurnia 

and Thurasamy (2021), are the following:  

• Identify: Activities undertaken to pinpoint the cybersecurity risks an organisation may be 

exposed to.  

• Protect: Activities undertaken to safeguard cyberinfrastructure and mission critical 

services.  

• Detect: Activities undertaken to monitor anomalous network behaviour and identify the 

occurrence of cyber compromises.  

• Respond: Activities undertaken to withstand and adapt to adverse conditions to 

defensively and/or offensively react to detected cyber compromises.  

• Recover: Activities undertaken to restore mission critical services reduced or completely 

shut down due to cyber compromises.   

To develop the STS CAM two premises were made and each was published as a separate 

study. The first premise was published by Malatji et al. (2021) as the utilities CI cybersecurity 

governance framework, or simply the CI cybersecurity capability framework. This framework 

is underpinned by five elements adopted from the NIST CF subdivided into 29 cybersecurity 

practices at level 3 (cybersecurity capability domains) and 140 cybersecurity practices at level 

2 (cybersecurity capabilities) (Malatji et al., 2021). Figure 3 summarises the CI cybersecurity 

capability framework according to Malatji et al. (2021).  



12 
 

 

Figure 3. CI cybersecurity capability framework 

The second premise is the STS cybersecurity optimisation process by Malatji et al. (2020). 

This study asserts that the enterprise systems security chain is only as strong as its weakest 

link between the social (including human factors), technical (technological cyber defences) 

and environmental dimensions. Figure 4 summarises the STS cybersecurity optimisation 

process according to Malatji et al. (2020). The STS cybersecurity optimisation process 

comprises three fundamental elements (Malatji et al., 2020): 

• Classify: Activities undertaken to categorise cybersecurity controls into either of the three 

STS dimensions (social, technical and environmental) according to set STS criteria. 

• Optimise: Activities undertaken to ensure that neither of the three STS dimensions is 

emphasised more than the others. If this happens, socio-technical cybersecurity 

vulnerabilities are likely to emerge as weak links to be exploited by attackers. This element 

is also known as joint optimisation (JO). 

• Mature: Activities undertaken to monitor and continuously improve cybersecurity resilience 

practices through a capability maturity model.  
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Figure 4. STS cybersecurity optimisation process 

The proposed STS CAM comprises at its core the five elements of the CI cybersecurity 

capability framework. These are overarched by the three STS cybersecurity optimisation 

elements, after the five core elements are arranged according to the proactive and reactive 

cybersecurity strategies and grouped together into the four resilience capacities – 

preparedness, absorbability, adaptability, restorability – discussed in section 2.3.2 (see Figure 

2). Figure 5 shows how the STS CAM was developed as the cybersecurity resilience 

assessment tool of the study. 

 

Figure 5. STS CAM development process 

Thus, the STS CAM is an integration of Figures 3 and 4. Figure 5 summarises how this 

integration was achieved to yield a whole-systems cybersecurity resilience assessment model. 

The development of the model is discussed in the next section.  
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3.2.2 Model development  

The development of the STS CAM utilised the five steps outlined in Figure 5 in the previous 

section. The first step was to construct the core of the model using the five elements of the CI 

cybersecurity capability framework in Figure 3. The second step was to arrange the five 

elements into proactive and reactive cybersecurity strategies. According to Pescatore (2020), 

the identify and protect elements can be considered as more proactive, and the detect, 

respond and recover elements as reactive. The third step was to group together the five 

elements into the four CI cybersecurity resilience capacities. The fourth step was to overarch 

the five elements of the CI cybersecurity capability framework with the three STS cybersecurity 

optimisation elements in Figure 4. Execution of these five model development steps results in 

the STS CAM shown in Figure 6. 

 

Figure 6. STS CAM 

The STS CAM enables an integrated life cycle approach and is anchored by good enterprise 

risk management and corporate governance to provide a bridge between boards of directors 

and executive management (De Bruin & Von Solms, 2016; Susskind, 2014; WEF, 2020). The 

STS CAM can also serve a dual purpose of being both a cyberresilience assessment model 

and a holistic STS cyberresilience capability framework for the protection of 

cyberinfrastructure. The STS CAM is therefore referred to as a framework model. However, 
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the purpose of this study was to utilise the STS CAM only as an assessment tool to determine 

the level of resilience of water CI utilities in South Africa. In this regard, the STS CAM can be 

operationalised according to the process outlined in the next section.  

3.3 Model application steps 

The application of the STS CAM was carried out through case studies at four water entities 

located in different provinces of South Africa. The steps for operationalising the STS CAM are 

outlined in this section. The cybersecurity resilience case studies are discussed in detail in 

Section 4. The STS CAM operationalisation steps are based on the two premises adopted for 

the development of the model: 1) the five core elements of the model (identify; protect; detect; 

respond; recover); and 2) the three STS cybersecurity elements (classify; optimise; mature). 

Thus, the operationalisation steps are without regard to the notions of proactive/reactive and 

preparedness/absorbability/adaptability/restorability. These are used more for strategic 

reporting purposes as they have no influence whatsoever on the cybersecurity practices within 

the five core elements of the model and the three overarching STS cybersecurity elements. 

The application steps of the STS CAM are summarised in Figure 7.    

 

Figure 7. STS CAM application steps 
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As shown in Figure 7, the first step of applying the STS CAM is to establish the level at which 

cybersecurity assessments are to be performed in the organisation. These are defined as 

levels 4, 3, 2 (and 1) and can be summarised as follows (Malatji et al., 2021; Donaldson, 

Siegel, Williams, & Aslam, 2018): 

• Level 4. Highest level of structure for organising desired cybersecurity outcomes. This is 

usually at enterprise level and is included in the enterprise risk management strategy. 

• Level 3. Cybersecurity capability domains which are essentially security functional/focus 

areas to achieve desired cybersecurity outcomes. 

• Level 2. Cybersecurity capabilities which are essentially competencies within each security 

functional area to achieve desired cybersecurity outcomes. 

• Level 1. Cybersecurity controls to achieve desired cybersecurity outcomes. 

The lower the level of resilience assessment, the more detail and level of effort required, and 

vice versa (Donaldson et al., 2018). This means that the more detailed an assessment 

exercise, the more resources and time are required. It is therefore at the discretion of the CI 

operators to determine which level of resilience assessment would be appropriate for each 

successive resilience evaluation. Whereas the cybersecurity capability domains determine the 

focus areas for achieving desired cybersecurity outcomes, the cybersecurity capabilities 

determine what (competencies) must be implemented in those focus areas to achieve desired 

cybersecurity outcomes (Malatji et al., 2021). Therefore, for individual organisations in a CI 

sector, the authors recommend that resilience assessments be conducted at level 2 

(cybersecurity capabilities). Levels 4 and 3 are too high to provide any meaningful insights at 

organisational level. The other advantage is that level 2 resilience results can be extrapolated 

to the sector-wide level by aggregating the overall resilience scores per sector member 

organisation.  

 

To drill down to the lowest level of under-performing areas of concern (Mbanaso, Abrahams, 

& Apene, 2019), the authors recommend that individual organisations within a CI sector 

conduct level 1 (security controls) resilience assessments using only the STS cybersecurity 

optimisation process (Malatji et al., 2020). Utilising only the STS cybersecurity optimisation 

process to conduct level 1 resilience assessments provides the required level of detail to gain 

meaningful insights. The STS cybersecurity optimisation process is only blended within the 

STS CAM to ensure that assessments conducted at levels 4, 3 and 2 are socio-technically 

appraised. This also serves as a form of triangulation, as the STS resilience assessment 

findings at level 1 should align with those at the higher levels. Thus, conducting resilience 

assessments at level 2 is only a recommendation when utilising the STS CAM for sector-wide 

resilience assessments. 
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As the second step of the STS CAM application, list all the cybersecurity capabilities (level 2 

cybersecurity practices) in the form of a questionnaire, provided that the resilience assessment 

is being conducted at level 2 as recommended. It becomes apparent that conducting an 

assessment at level 2 automatically determines the resilience state at levels 3 and 4. However, 

the opposite (from 2 downwards, and even from 4 downwards) does not apply. 

 

The third step is to determine the resilient indexes to be measured per cybersecurity capability. 

The authors recommend that the maturity and utilisation indexes be measured (Donaldson et 

al., 2018). The maturity index determines the degree to which organisational cybersecurity 

practices at level 2 have been formalised and optimised (i.e. how well and correctly a 

cybersecurity capability is implemented), and the utilisation index determines the consistency 

and extent to which organisational cybersecurity practices are being used (i.e. how 

consistently and correctly an implemented cybersecurity capability is practised) (Donaldson et 

al., 2018). It is important to measure both maturity and utilisation indexes. This is because an 

organisation can have all security controls present, correctly implemented and matured, but if 

they are not utilised, a persistent attacker will neutralise them (Donaldson et al., 2018). The 

opposite also applies. In other words, an organisation can religiously utilise all present security 

controls, but if they are not correctly implemented and matured, they can be ineffective. 

 

To compute the maturity and utilisation indexes, a numerical scale is required. The overall 

cyberresilience maturity and utilisation indexes can be computed per CI sector organisation 

using the selected numerical scale. The results should be extrapolated to the sector-wide 

resilience and risk posture, and areas requiring immediate attention should be identified. The 

cybersecurity areas requiring immediate attention can only be identified if a minimum required 

level for both indexes has been defined. This is at the discretion of both individual 

organisations and their sector bodies, for example a water cybersecurity incidents response 

team (CSIRT). A formal workshop(s) or online survey can be utilised to collect the data from 

the questionnaire. The survey questionnaire is presented in Appendix A.  Either way, the 

prepared questionnaire should be completed using expert judgement by the different 

stakeholders within the organisation. Both maturity and utilisation indexes can be computed 

as follows: 

 

𝐼𝑛𝑑𝑒𝑥 𝑠𝑐𝑜𝑟𝑒 =
∑𝑂𝑛

𝑛
                                                                                  (1) 

where O denotes the object of measure (cybersecurity capability or level 2 security practice 

in this case) and n signifies the number of participants who allocated a score to the 

cybersecurity capability object of measure. Similarly, the overall resilience index (separate 
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for maturity and utilisation indexes) for the organisation would be the average of all the 

individual index scores.    

Note that if all 140 capabilities were included in the survey questionnaire, 140 scores as 

calculated with equation (1) will roll up to 29 capability domain scores. The fourth step can 

occur in parallel with the third, or subsequently, as it also evaluates resilience, albeit at level 

1 (security controls). There are two tiers to level 1 cyberresilience assessment. Tier 1 is the 

more detailed cyberresilience assessment using only the STS cybersecurity optimisation 

process (Malatji et al., 2020), as already mentioned. Conducting tier 1 resilience assessment 

at level 1 will also require a workshop or series of workshops with various stakeholders within 

and outside the enterprise. Tier 2 is less detailed and uses lean aspects of the STS 

cybersecurity optimisation process as contained in the STS CAM. Tier 2 is basically a light 

version of the full STS cybersecurity optimisation process and is recommended for use in 

conjunction with the STS CAM processes described above.  

 

To operationalise tier 2 cyberresilience assessment at level 1, an interview protocol should be 

prepared. This protocol should contain only two questions. The first question should elicit 

enterprise IT and ICS cybersecurity controls data from the various stakeholders within the 

organisation. Quite simply, all the cybersecurity controls in the IT and ICS environments need 

to be listed. The second question seeks to determine the effectiveness and 

comprehensiveness scores of these cybersecurity controls. Effectiveness measures how 

efficient or effective the stakeholder thinks the cybersecurity control has been, and 

comprehensiveness measures how fully or comprehensively the stakeholder thinks the 

cybersecurity control is utilised in mitigating cyberrisks and protecting the organisation 

(Donaldson et al., 2018). Effectiveness and comprehensiveness indexes can also be 

computed using equation (1).  

 

To identify the socio-technical cybersecurity gaps, the listed (IT and ICS) cybersecurity 

controls should be classified according to their social, technical and environmental dimensions 

(Malatji et al., 2020). Equation (2) can be used to compute socio-technical cybersecurity gaps 

(Malatji et al., 2020). 

 

𝐽𝑂𝑏𝑒𝑓𝑜𝑟𝑒 =  
𝑀𝑎𝑥 (𝑋𝑏,𝑌𝑏,𝑍𝑏) − 𝑀𝑖𝑛 (𝑋𝑏,𝑌𝑏,𝑍𝑏)

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 (𝑋𝑏,𝑌𝑏,𝑍𝑏)
                                                        (2) 

where the aggregate effectiveness scores for cybersecurity controls classified as social are 

denoted by Xb, technical by Yb and environmental by Zb. The b subscript denotes resilience 
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assessments conducted before cybersecurity improvement intervention efforts (Malatji et al., 

2020). JO is short for joint optimisation.            

JO refers to how optimised the organisational cybersecurity controls are, meaning that no 

single STS dimension is emphasised more than the others (Malatji et al., 2020). If this 

happens, socio-technical cybersecurity gaps are likely to emerge as weak links that can be 

exploited to establish a foothold in the organisation. The Max (Xb,Yb,Zb) variable refers to 

usage of only the highest score of the three STS dimensions and, likewise, Min (Xb,Yb,Zb) 

refers to usage of only the lowest score (Malatji et al., 2020). The Average (Xb,Yb,Zb) variable 

denotes the average score of the total number of aggregated effectiveness scores per 

cybersecurity control (Malatji et al., 2020). Equation (1) can be used to compute, individually, 

the aggregate effectiveness scores for the social Xb, technical Yb and environmental Zb 

dimension variables. 

 

Once all the steps have been completed, the final activity to perform could be to compare the 

level 2 and level 1 areas of cyberresilience concern in the organisation based on the results. 

Although no perfect alignment is expected, as these are subjective expert judgement scores, 

there should nonetheless be no extreme deviations from the findings. Otherwise, the elicited 

data is not reliable and either fuzzy models should be applied to the data (Azadeh, Salehi, 

Arvan, & Dolatkhah, 2014; Clédel et al., 2020), or the assessment should be repeated using 

different methods, for example focus groups with all the key stakeholders in the organisation. 

Moreover, CI sector organisations should continually share cybersecurity incidents and 

resilience assessment information with the sector CSIRT as and when they become available. 

This is a requirement in South Africa as outlined in the roles and responsibilities of public 

sector CSIRT in the National Cybersecurity Policy Framework (NCPF) (South Africa, 2015).  

 

Although this study focused specifically on resilience of the entire CI as a result of cyber 

adverse conditions, cyber stresses, cyberattacks and/or cyber compromises, the model itself 

can also be used to evaluate resilience to natural and adverse weather threats. The STS CAM 

was deployed at a public sector entity responsible for water and wastewater services. The 

(pilot) cyberresilience case study is discussed in the next section.  

 

The STS CAM is an integrated resilience assessment model of the study and is based on the 

five elements of the CI cybersecurity capability framework. In addition, the STS CAM elements 

are arranged according to the four cyberresilience capacities to ensure that cybersecurity 

preparedness, absorption, adaptation and recovery activities are addressed. To make the STS 
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CAM more holistic, a socio-technical systems approach was incorporated in the design and 

development of the model.   
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4. ASSESSMENT OF CYBERRESILIENCE THROUGH CASE STUDIES 

4.1 Introduction 

Cyberinfrastructure resilience of four water CI operators was assessed using the STS CAM 

application steps outlined in the previous section. As shown in Figure 8, these assessments 

were conducted at level 2 (cybersecurity capabilities) as recommended by Malatji et al. (2021). 

A cyberresilience assessment questionnaire containing 140 questions based on 140 CI 

cybersecurity capabilities was developed. The capabilities were derived from the CI 

cybersecurity capability framework developed by Malatji et al. (2021). The survey 

questionnaire is presented in Appendix A. The assessments required the maturity and 

utilisation indexes to be computed for level 2 cybersecurity practices at all four case study 

organisations, as shown in Figure 8.  

 

Figure 8. Case study approach  

Virtual pre-survey workshops were held for each case study to explain the cyberresilience 

assessment questionnaire. This was to ensure consistent understanding of questions by all 

participants. A self-administered online survey link was subsequently sent to all participants, 

and the following discrete value scale was adopted in the survey for both the maturity and 

utilisation indexes:  
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• 0,000 (applicable but absent) – same as 0%. 

• 0,250 (weak) – same as up to 25%, and more than 0%. 

• 0,500 (good) – same as up to 50%, and more than 25%. 

• 0,750 (very good) – same as up to 75%, and more than 50%. 

• 1,000 (excellent) – same as up to 100%, and more than 75%. 

• N/A (not applicable). 

The interview protocol contained only four questions for all case studies. As shown in Figure 

8, the first two questions sought to determine the types of cybersecurity controls used in both 

the IT and ICS environments, and the perceived effectiveness and comprehensiveness scores 

for those controls. The effectiveness and comprehensiveness indexes needed to be computed 

in the subsequent data analysis using equations (1) and (2). From these two questions the 

cybersecurity controls were classified into either the social, technical and environmental 

dimensions as described by Malatji et al. (2020).  

 

Subsequently, the JO index to determine the socio-technical cybersecurity vulnerability gaps 

to optimise the controls was computed. The mature process activity of the STS cybersecurity 

optimisation process was not necessary as it is inherently contained within the overall 

resilience assessment exercise in the STS CAM. The first two questions are the only required 

interview questions for the operationalisation of the STS CAM to evaluate the effectiveness 

and comprehensiveness of organisational security controls. 

 

The last two questions sought to establish the existence and configuration of the cybersecurity 

governance structure, if any, and the types of cybersecurity incidents experienced. These 

questions are not essential for the operationalisation of the STS CAM. They emanated from 

the pre-survey workshop of the first case study as follow-up questions for the interviews. 

These four questions were then kept the same for all four case studies. Unlike the survey 

questionnaire where the discrete value scale had fixed options to select from, interviewees 

could score the effectiveness and comprehensiveness of each cybersecurity control with any 

value from 0-100% (i.e. 0,000-1,000). The survey and interview results follow. 

4.2 Case study 1 

The first case study was a water services provider (WSP) headquartered in the Mpumalanga 

Province of South Africa. Four participants took part in the study – three from IT and one from 

the ICS environment. Together, the three IT participants were at tactical and operational levels 

and the ICS participant operated at both strategic and tactical levels.  
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4.2.1 Survey findings 

On the survey closing date all three IT participants had completed the survey and the ICS 

participant had not. The water cyberresilience assessment results from the survey are shown 

in Table 2 below. As the assessment was conducted at level 2 cybersecurity practices (140 

cybersecurity capabilities), the results in Table 2 have been rolled up to level 3 cybersecurity 

practices (29 cybersecurity capability domains). 

Table 2. Case 1 survey results  

Level 3 (Cybersecurity capability domain) Maturity Utilisation 

Asset management 0,292 0,222 

Business environment 0,217 0,283 

Governance 0,208 0,229 

Risk assessment 0,292 0,319 

Risk management strategy 0,361 0,333 

Supply chain risk management 0,217 0,217 

Cloud security asset management 0,250 0,250 

Cloud security off-site activities 0,387 0,357 

Identity management, authentication and access control 0,250 0,500 

Data security 0,458 0,448 

Mobile computing devices security 0,144 0,250 

Information protection processes and procedures 0,406 0,399 

Cryptography 0,083 0,083 

Maintenance 0,375 0,375 

Protective technology 0,367 0,367 

Audit assurance 0,250 0,250 

Awareness and training 0,333 0,333 

Anomalies and events 0,350 0,367 

Cybersecurity research and development  0,125 0,250 

Security continuous monitoring 0,313 0,396 

Detection processes 0,150 0,183 

Response planning 0,167 0,167 

Response communications 0,217 0,217 

Analysis 0,267 0,283 

Mitigation 0,139 0,194 

Response improvements 0,313 0,542 

Recovery planning 0,167 0,250 

Recovery improvements 0,208 0,250 

Recovery communications 0,167 0,167 

Overall 0,258 0,292 

The same 29 cybersecurity capability domain results are presented as a spider graph or heat 

map in Figure 9 where MI represents maturity of the cybersecurity capability domain and UI 

denotes utilisation. The focus areas (domains) for achieving desired cybersecurity outcomes 

are visualised differently in Figure 10. 
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Figure 9. Spider graph visualisation of case 1 survey results 

It can be seen from the italicised entries in Table 2 and Figure 9 that none of the cybersecurity 

capabilities received a maturity index score of 0,500 (good) or above. However, only two 

cybersecurity capabilities received a utilisation index of 0,500 (good) or above, namely: 

• Identity management, authentication and access control 

• Response improvements 

This means that the participants believed that the WSP’s utilisation of the enterprise IT 

approach to identifying, authenticating and authorising employees, vendors and other partners 

to access systems and physical assets was good. Likewise, the participants believed that the 

WSP’s utilisation of IT security response activities against threats by incorporating lessons 

learnt from previous and current detection/response activities was also good. The data 

security capability domain scored just under 0,500 (good) in both the maturity and utilisation 

indexes. It can be motivated that the essential requirements for all the cybersecurity capability 

domains (level 3) would need to be 0,500 (good) for minimum cyberresilience operations. This 

can only be the case if subsequent cybersecurity capabilities (level 2) score maturity and 

utilisation indexes of at least 0,500 (good).  

 

The recommended (international best practices) baseline level for cyberresilience operations 

is estimated to be about 0,750 (very good). However, each organisation must determine their 

own operational cyberresilience target based mainly on three aspects as recommended by 

NIST (2018): their security requirements, their business objectives and their technical 
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environment/abilities. These factors will inform the organisation on how to work from this 

baseline to set goals, such as to first obtain a 0,400 or 40% maturity, then 0,500 (50% maturity) 

and so on. When considering the two indexes separately, the maturity index was plotted 

against the recommended (international best practices) baseline level – 0,750 (very good) – 

and essential cybersecurity capability level – 0,500 (good). Figure 10 shows the maturity index 

graph with cyberresilience areas of concern for future improvements below the 0,500 (good) 

line.  

 

 

Figure 10. Case 1 maturity index graph  

Similarly, the utilisation index was plotted against the same recommended variables as the 

maturity index.  Figure 11 shows the utilisation index graph with cyberresilience areas of 

concern for future improvements below the 0,5 (good) line. 

 

Figure 11. Case 1 utilisation index graph 
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It can be seen from the cyberresilience index graphs in Figures 10 and 11 that the study 

identifies the WSP cyberresilience areas of concern for future improvements. These baselines 

and graphs can be used annually to compare progress and to track the areas which are 

becoming more mature and/or utilised. As stated previously, the organisation must determine 

operational targets for themselves which can be used for targets of improvement. Upon 

completion of the survey, follow-up cyberresilience assessment interviews were conducted at 

level 1 (security controls) as recommended by Malatji et al. (2021). 

4.2.2 Interview findings 

The interview protocol contained only four questions. The first two questions sought to 

determine the types of cybersecurity controls used in both the IT and ICS environments, and 

the perceived effectiveness and comprehensiveness scores for those controls. The 

effectiveness and comprehensiveness indexes needed to be computed in the subsequent 

data analysis using equations (1) and (2). From these two questions the cybersecurity controls 

were classified into either the social, technical and environmental dimensions as described by 

Malatji et al. (2020).  

 

Subsequently, the JO index to determine the socio-technical cybersecurity vulnerability gaps 

to optimise the controls was computed. The mature process activity of the STS cybersecurity 

optimisation process (Malatji et al., 2020) was not necessary as it is inherently contained within 

the overall resilience assessment exercise in the STS CAM. The first two questions are the 

only required interview questions for the operationalisation of the STS CAM to evaluate the 

effectiveness and comprehensiveness of organisational security controls. 

 

The last two questions sought to establish the existence and configuration of the cybersecurity 

governance structure, if any, and the types of cybersecurity incidents experienced. These 

questions are not essential for the operationalisation of the STS CAM. They emanated from 

the pre-survey workshops as follow-up questions for the interviews. This therefore implies that 

each case study pre-survey workshop may prompt different follow-up interview questions. 

Moreover, there was a sentiment in the pre-survey workshop that matters pertaining to 

cybersecurity are the purview of IT, and not ICS. This prompted the researchers to phrase the 

ensuing interview questions differently from those of IT for the ICS participant.  

 

Ultimately, though, the ICS cybersecurity interview questions, although phrased differently, 

still elicited the same data as that from IT: a list and appraisal of security controls in terms of 

the effectiveness and comprehensiveness indexes. Unlike the survey questionnaire where the 

discrete value scale had fixed options to select from, interviewees could score the 
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effectiveness and comprehensiveness of each cybersecurity control with any value from  

0-100% (i.e. 0,000-1,000). The IT security controls interview results are presented in Table 3.  

Table 3. Case 1 interview results 

IT security controls 
(Level 1 cybersecurity practices) 

Effectiveness 
score 

Comprehensiveness 
score 

Firewall 0,750 0,850 

Anti-malware  0,800 0,850 

Group/security policy 0,650 0,650 

Security bulletin (awareness & training) 0,500 0,500 

Physical security 0,700 0,600 

Desktop research and industry reports reading 0,500 0,500 

Regulatory compliance and statutory requirements  0,500 0,500 

IT team for security issues 0,500 0,500 

To classify the IT security controls into either the social, technical or environmental 

dimensions, the STS dimension attributes detailed by Malatji et al. (2020) were utilised. These 

essentially have five main domains – (i) organisational structure (business functions) and (ii) 

actors (people) under the social dimension; (iii) technology (technical tools and resources) and 

(iv) work activities (tasks) under the technical dimension; and (v) environment under the 

environmental dimension. This is the STS classification tool applied to the IT security controls 

in Table 3. The STS classification results are shown in Table 4. 

Table 4. STS classification of IT security controls 

STS  
dimension 

STS  
domain 

Categorised  
IT security controls 

Social Organisational structure 
(Functions) 

Human-driven physical security  
Security bulletin (awareness & training) 
Group policy (speaks to governance)  
Desktop research and industry reports reading (knowledge) 

Actors 
(People) 

 IT team 

 

Technical Technology 
(Technical tools & resources) 

Firewall 
Anti-malware  
Security policy  
Systems-driven physical security 

 Work activities 
(Tasks) 

None specifically defined 
 

Environmental  Regulatory compliance and statutory requirements  

Although there were only eight IT security controls in Table 3, two security controls gave rise 

to an additional two according to the STS dimension attributes criteria as shown in Table 4. 

These are physical security, divided into the systems-driven physical security (e.g. video 

surveillance and biometric access control were mentioned) and human-driven physical 

security (e.g. security guards) and the group/security policy, subdivided into security policy 

and group policy, which speaks more to governance. The interviewee indicated that they use 

the COBIT framework only for IT governance as a regulatory compliance and statutory 

requirement. They do not use the COBIT 5 for Information Security aspect of the framework 
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at all. Furthermore, the IT operations have no formalised cybersecurity governance structure. 

IT security issues are distributed among the IT team members on an ad hoc basis. The types 

of incidents they have experienced include: 

• Email spoofing 

• Laptops stolen from premises 

• Denial-of-service attack via ping floods 

• Email spam 

• Internet protocol blacklisting 

By applying equation (1), the overall effectiveness index = 0,598 and comprehensiveness 

index = 0,596. These were computed based only on the available security controls and can 

be misleading. This is where the STS approach comes in. Based on the STS classification in 

Table 4 and using only the individual effectiveness scores in Table 3, applying equation (1) 

shows that the overall social Xb = 0,570, technical Yb = 0,725 and environmental Zb = 0,500. 

To compute the JObefore, equation (2) was applied. The JO state before security intervention 

efforts are applied in security areas of concern is JObefore = 0,117. According to Malatji et al. 

(2020), this is the baseline measurement where follow-up measurements (JOafter) after a year 

or so are expected.  

 

The following JO interpretations should be applied (Malatji et al., 2020): (i) JObefore < JOafter 

means security has deteriorated; (ii) JObefore = JOafter means security has neither improved nor 

deteriorated; and (iii) JObefore > JOafter means security has improved. The JO index is used only 

for this purpose and has no other quantitative meaning. Moreover, the concept of JO does not 

mean that the three STS dimensions must all be equal. It only means that all effectiveness 

scores in the dimensions should add up to 100% for socio-technical cybersecurity vulnerability 

gaps to not exist. The WSP’s data indicates that the security measures are more emphasised 

towards the higher score of the three STS dimensions, in this case technical Yb = 0,725, and 

less emphasised on the lower score, environmental Zb = 0,500. It should, however, be noted 

that the determination of which is the highest and lowest score depends on the target or 

baseline score against which the comparison is made. For example, if the baseline score is 

0,500, then there is no lower score as all three STS dimensions scored 0,500 and above. 

 

If we assume that the environmental dimension Zb = 0,500 has the lowest score, then a 

drilldown exercise for future security intervention efforts would have to be conducted on the 

environmental dimension. The individual security controls with lower effectiveness scores are 

where intervention efforts for improvement should be introduced. The CI cybersecurity 

capability framework lists a few cybersecurity control standards, guidelines and frameworks, 
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as recommended by NIST (2018), and these can be adopted for implementation of the CI 

cybersecurity capability framework to improve cybersecurity areas of concern. One of the 

recommended frameworks is the COBIT 5 for Information Security. This framework’s security 

controls have been STS-classified in detail by Malatji et al. (2020). If Table 4 were compared 

to the STS-classified COBIT 5 for Information Security controls, it would be apparent that the 

WSP’s enterprise IT security controls are not only inadequate, but that both the effectiveness 

and comprehensiveness scores would probably be much lower. In the ICS environment, 

cybersecurity controls extracted from the interview transcript are presented in Table 5.  

Table 5. Interview: ICS cyberresilience assessment results 

ICS security controls 
(Level 1 security practices) 

Effectiveness 
score 

Comprehensiveness 
score 

Granting of permits to work on plant and specific sections for repair and 
maintenance (human-driven physical security) 

0,500 0,500 

The emphasis throughout the interview was that the WSP’s processes for water quality and 

access to plants are very manual. There are no automated early warning systems to monitor, 

for example, water pressure, flows or quality changes. Considering that a control room 

operator typically makes supervisory decisions via the human-machine interface (HMI) to 

monitor and control industrial processes (NIST, 2015; Panguluri, William, & Clark, 2004), the 

WSP is likely operating second-, if not, first-generation supervisory control and data acquisition 

(SCADA) systems (Alexandru, 2016; Stellios, Kotzanikolaou, & Psarakis, 2019).  

 

It would, however, be premature to conclude that the industrial automation and process control 

systems of the WSP are air-gapped – a term referring to ICS networks that are not connected 

to the Internet, enterprise IT network and/or any unsecured networks. A physical inspection of 

the facilities and the monitoring and evaluation of the control and field networks, including 

network access points of the WSP’s OT systems, would be required before reaching any 

conclusions. However, the interview data indicates that this is a likely scenario. The data 

further indicates that the only connection the WSP’s ICS operators currently have with the IT 

network is through access to emails and other enterprise tools such as spreadsheets, word 

processors and the Internet.  

 

This explains why the ICS interviewee thought that all computer systems security-related 

matters fall under the purview of the IT team. This is precisely the type of attack surface an 

experienced cyberattacker needs to establish a foothold – reconnaissance – through the 

enterprise IT network and move laterally to the ICS network. After all, a communication link 

between the enterprise/information systems environment (level 4 ICS architecture) or 

enterprise IT network and SCADA/HMI environment (level 3 ICS architecture) or ICS network 
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is attained through open communication protocols such as the Internet (Hahn, 2016; Krotofil, 

Kursawe, & Gollmann, 2019; Sullivan, Luiijf, & Colbert, 2016).  

 

Air-gapping and/or network isolation is therefore recommended as one of the better security 

options in ICS environments. It provides a fail-safe mechanism against propagated malware 

(Dickson & Goodwin, 2020). A formal governance structure exists in the WSP to monitor the 

quality of water through a risk-based incident management protocol – water safety plan. As 

mentioned earlier, this protocol is very manual and lacks a digital early warning system 

mechanism as acknowledged by the ICS interviewee. Moreover, none of these protocols 

speak to cyberresilience of the water CI. The WSP has so far not reported any major physical 

or cyberincident that they are aware of on their water CI.  

 

To quantify the ICS cyberresilience vulnerability gaps through the STS approach, the human-

driven physical security control in Table 5 is classified in the social dimension. Similarly, if 

security controls in Table 5 were compared to controls, whether STS-classified or not, in 

standards, guidelines and frameworks such as the ISA/IEC 62443 and NIST Special 

Publication 800-53 as recommended by NIST (2018), it would be apparent that the WSP’s 

ICS environment has no cyberresilience controls. These standards, guidelines and 

frameworks provide a catalogue of security and privacy controls for organisations and CI 

owners/operators to protect their assets. To protect assets from a wide array of threats such 

as malicious cyberattacks, adverse weather and natural events, (un)intentional human errors 

and aging infrastructure, the WSP needs to benchmark against best practices. This is where 

the CI cybersecurity capability framework comes in.  

4.2.3 Conclusion 

The WSP has no structured method to address enterprise IT security incidents, be it through 

a standard, guideline or framework. The IT unit uses the COBIT framework but only for 

governance as a regulatory compliance and statutory requirement. The information security 

aspect of the COBIT framework is not being utilised in any way. The survey data indicates a 

relatively good utilisation of the approach to identifying, authenticating and authorising 

employees, vendors and other partners to access IT systems at the WSP. Utilisation of the IT 

security response improvement plan is also perceived to be relatively good. However, the 

maturity of these approaches is very poor, as indicated in Figure 8. This aligns with the fact 

that the WSP has no structured framework approach to address enterprise IT security 

incidents.  
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Furthermore, the ad hoc security controls that the WSP has emphasise more the technical 

dimension than the social (which includes human behaviour and (un)intentional human errors) 

and environmental dimensions. This opens socio-technical cybersecurity vulnerability gaps in 

the less emphasised security dimensions. A good example is that laptops were stolen right 

out of the WSP’s office premises. In addition, an irate employee on suspension ping-flooded 

the WSP’s public IP address, resulting in a temporary denial of services. These two examples 

demonstrate the human-made breaches (social dimension). This means that even if security 

practices are present and mature, if they are not being utilised, then breaches will always 

occur. For example, the IT system access privileges of the employee on suspension should 

have been (temporarily) limited or revoked by one of the IT team members (human, then 

technical). 

 

On the ICS side, it is safe to conclude that apart from the human-driven physical security 

measure of controlling access to sections of a plant by paper-based permits for mostly repair 

and maintenance, no formalised ICS cybersecurity practices exist. This is in line with the ICS 

participant’s perception that all computer systems security-related matters are handled by 

enterprise IT. The WSP’s water and wastewater CI is therefore neither secure against nor 

resilient to malicious cyberattacks, adverse weather and natural events, (un)intentional human 

errors and aging infrastructure. The WSP needs a formalised security operations centre (SOC) 

to accommodate both the enterprise IT and ICS cybersecurity requirements. Dedicated teams 

should be established to cater for each area’s specialised security practices. Bearing in mind 

that many cyber events go undetected (Lees et al., 2018), the overall findings of the study are 

that the WSP is not cyberresilient in either the enterprise IT or ICS environments. An advanced 

persistent threat actor or nation state could easily compromise the WSP’s cyber defences if 

there is sufficient motivation.  

4.3 Case study 2 

The second case study was a water establishment headquartered in the KwaZulu-Natal 

Province of South Africa. Two participants, both from enterprise IT, took part in the study. 

Although no specific participant from the ICS environment took part in the study, the IT 

participants did indicate that some aspects of ICS/SCADA security activities are handled by 

enterprise IT. Together, the two IT participants were at tactical and operational levels. 

4.3.1 Survey findings 

On the survey closing date both IT participants had completed the survey. The water 

cyberresilience assessment results from the survey are shown in Table 6 below. Like the first 

case study, the assessment was conducted at level 2 cybersecurity practices (140 
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cybersecurity capabilities), and the results in Table 6 have thus been rolled up to level 3 

cybersecurity practices (29 cybersecurity capability domains). The results are based on the 

discrete value scale described in Figure 8. 

Table 6. Case 2 survey results 

Level 3 (Cybersecurity capability domain) Maturity Utilisation 

Asset management 0,729 0,708 

Business environment 0,675 0,725 

Governance 0,563 0,438 

Risk assessment 0,688 0,563 

Risk management strategy 0,750 0,750 

Supply chain risk management 0,575 0,550 

Cloud security asset management 0,625 0,125 

Cloud security off-site activities 0,696 0,696 

Identity management, authentication and access control 0,250 0,250 

Data security 0,625 0,609 

Mobile computing devices security 0,294 0,288 

Information protection processes and procedures 0,740 0,688 

Cryptography 0,000 0,000 

Maintenance 0,813 0,875 

Protective technology 0,625 0,600 

Audit assurance 0,875 0,500 

Awareness and training 0,750 0,725 

Anomalies and events 0,625 0,600 

Cybersecurity research and development  0,625 0,125 

Security continuous monitoring 0,813 0,781 

Detection processes 0,725 0,600 

Response planning 0,250 0,250 

Response communications 0,725 0,525 

Analysis 0,575 0,450 

Mitigation 0,625 0,583 

Response improvements 0,438 0,250 

Recovery planning 0,625 0,500 

Recovery improvements 0,750 0,750 

Recovery communications 0,708 0,500 

Overall 0,612 0,517 

The same 29 cybersecurity capability domain results are presented as a spider graph in Figure 

12.   
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Figure 12. Spider graph visualisation of case 2 survey results 

It can be seen from Table 6 and Figure 12 that 24 out of 29 cybersecurity capability domains 

received a maturity index score above 0,500 (good). Moreover, three cybersecurity capability 

domains were maturity scored above 0,750 (very good). These are: 

• Maintenance 

• Audit assurance 

• Security continuous monitoring 

This means that a good measure of the 140 cybersecurity capabilities received a maturity 

index score above 0,500 (good) in the survey. There are only five security areas of concern in 

terms of maturity as italicised in Table 6. The maturity baseline of this water entity can be 

visualised as shown in Figure 13.  
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Figure 13. Case 2 maturity index graph 

It can be seen from Figure 13 that most of the cybersecurity capability domains rank above 

the 0,500 mark, with three above 0,750 and many just below 0,750. With reference to Table 

6, 21 out of 29 cybersecurity capability domains received a utilisation index score above 0,500 

(good). Similarly, this means that a good measure of the 140 cybersecurity capabilities 

received a utilisation index score above 0,5 (good) in the survey. The entity scored above 

0,500 (good) in the utilisation index of 20 cybersecurity capability domains where two scored 

above 0,750 (very good). These are: 

• Maintenance 

• Security continuous monitoring 

There are eight security areas of concern in terms of utilisation as italicised in Table 6. The 

utilisation baseline of this water entity can be visualised as shown in Figure 14. 

 

Figure 14. Case 2 utilisation index graph  
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Most of the cybersecurity capability domains rank above the 0,500 mark of utilisation, with two 

above 0,750 and many just below 0,750. Figures 11 and 12 indicate to the water entity which 

areas of cybersecurity can be improved upon and which are functioning at the international 

best practice of 0,750. As this is self-reported, the survey results in Table 6 mean that the 

participants believed the water entity’s maturity and utilisation of cybersecurity resilience 

practices were generally good to very good. Upon completion of the survey, follow-up 

cyberresilience assessment interviews were conducted at level 1 (security controls) as 

recommended by Malatji et al. (2021). 

4.3.2 Interview findings 

The interview results pertaining to the first two questions which sought to determine the types 

of cybersecurity controls applied in both the IT and ICS environments, and the perceived 

effectiveness and comprehensiveness scores for those controls, are shown in Table 7.  

Table 7. Case 2 interview results  

IT security controls 
(Level 1 cybersecurity practices) 

Effectiveness 
score 

Comprehensiveness 
score 

Firewall 0,800  0,800 

Governance policies  0,400  0,500 

Encryption 0,000  0,000 

Anti-malware  0,700  0,800 

User awareness & training 0,500  0,600 

Systems-driven physical security (biometrics by authorisation level) 0,900  0,900 

Technical security policies 0,400  0,500 

Processes Not allocated Not allocated 

Cybersecurity strategy Not allocated Not allocated 

User access control to systems Not allocated Not allocated 

Email security tools Not allocated Not allocated 

Intrusion detection and prevention systems Not allocated Not allocated 

Cybersecurity framework Not allocated Not allocated 

Human-driven physical security Not allocated Not allocated 

Web security tools Not allocated Not allocated 

AI-based network monitoring tool Not allocated Not allocated 

 

It can be seen from Table 7 that the italicised security controls were not allocated effectiveness 

and comprehensiveness scores. These fell through the cracks somewhere during the one-to-

one virtual conversation. This brings the efficacy of the interview method into question for 

eliciting this type of information. Nonetheless, the overall effectiveness of the organisation’s 

cybersecurity controls can be estimated to be 6 out of 10, and comprehensiveness is 

estimated to be 5 out of 10, at least according to the interviewee. This means that the 
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cybersecurity controls with no score allocation in Table 7 will at minimum have an 

effectiveness score of 6 out of 10 and a comprehensiveness score of 5 out of 10. The STS 

classification results are shown in Table 8. 

Table 8. STS classification of IT security controls 

STS  
dimension 

STS  
domain 

Categorised  
IT security controls 

Social Organisational structure 
(Functions) 

Human-driven physical security  
User awareness & training 
Governance policies 

Actors 
(People) 

IT team 

Remote workers 

Users 

Technical Technology 
(Technical tools & resources) 

AI-based network monitoring tool 
Anti-malware  
Cybersecurity framework  
Cybersecurity strategy  
Encryption  
Email security tools  
Firewall 
Intrusion detection and prevention systems  
Processes  
Security policy  
Systems-driven physical security 
User access control to systems 
Web security tools 

 Work activities 
(Tasks) 

Awareness through employee onboarding process 
 

Environmental  Datacentre 

Based on the STS classification in Table 8 and using effectiveness scores of only those 

controls which were allocated scores in Table 7, STS computations were made. Applying 

equation (1) shows that the overall social Xb = 0,450, technical Yb = 0,600 and environmental 

Zb = 0,600. The datacentre score was allocated based on the overall effectiveness score of 

the entire organisation as estimated by the interviewee. As in the first case study, if the 

baseline score for comparison is set at 0,500, then the social dimension has the lowest score 

of the three dimensions as it is lower than 0,500. This is where further investigation of the 

controls in the social dimension is required to ensure that no socio-technical vulnerability gaps 

exist. To compute the JObefore, equation (2) was applied. The JO state before security 

intervention efforts are applied in security areas of concern is JObefore = 0,231.  

In the ICS environment, no study participant was available. However, the IT interviewee 

indicated that enterprise IT has implemented firewalls between their network and the ICS 

network to ensure that governance takes place as far as organisational user access control is 

concerned, even with SCADA systems. There are no dedicated ICS cybersecurity specialists 

within the organisation’s SOC. Only enterprise IT currently handles network and user access 

control related cybersecurity matters on behalf of the ICS operators. 

 

The third interview question sought to establish the existence and configuration of the 

cybersecurity governance structure. It was found that the organisation has a fully-fledged SOC 
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to provide the incidents management function. However, it was highlighted by the interviewee 

that the cybersecurity function at the organisation, including within the SOC, does not have 

sufficient cybersecurity specialists. The final interview question sought to establish the types 

of cybersecurity incidents experienced so far. The only major cybersecurity incident is whale 

phishing. 

4.3.3 Conclusion 

The water entity has a structured approach to addressing enterprise IT security incidents 

through a cybersecurity framework and strategy. In addition, the entity has an AI-based tool 

to monitor network traffic as well as a SOC to manage cybersecurity incidents. Because a few 

cybersecurity controls did not have scores allocated, the STS scores were computed with 

incomplete data and are therefore not reliable. The interview method for eliciting cybersecurity 

controls data should therefore be revised for more complete, reliable and valid data. 

 

On the ICS side, the network traffic is monitored through an AI-based tool operated by the 

enterprise IT. Moreover, the enterprise IT handles the user access groups and authorisation 

profiles for the ICS environment. Although there are no dedicated ICS cybersecurity specialists 

at the entity, the overall findings of the study are that the entity is relatively cyberresilient in 

both the enterprise IT and ICS environments.  

4.4 Case study 3  

The third case study was a water entity headquartered in the North-West Province of South 

Africa. Two participants, both from enterprise IT, took part in the study. As in case study 2, no 

specific participant from the ICS environment took part in the study. However, the IT 

participants did indicate that some aspects of ICS/SCADA security have been transferred to 

enterprise IT. Together, the two enterprise IT participants were at tactical and operational 

levels. 

4.4.1 Survey findings 

On the survey closing date both IT participants had completed the survey. The water 

cyberresilience assessment results from the survey are shown in Table 9 below. As in the 

previous case studies, the assessment was conducted at level 2 cybersecurity practices (140 

cybersecurity capabilities), and the results in Table 9 have, similarly, been rolled up to level 3 

cybersecurity practices (29 cybersecurity capability domains). The results are based on the 

discrete value scale described in Figure 8. 
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Table 9. Case 3 survey results 

Level 3 (Cybersecurity capability domain) Maturity Utilisation 

Asset management 0,729 0,646 

Business environment 0,775 0,550 

Governance 0,375 0,438 

Risk assessment 0,500 0,313 

Risk management strategy 0,833 0,708 

Supply chain risk management 0,325 0,200 

Cloud security asset management 0,188 0,125 

Cloud security off-site activities 0,679 0,625 

Identity management, authentication and access control 0,333 0,250 

Data security 0,766 0,703 

Mobile computing devices security 0,219 0,181 

Information protection processes and procedures 0,729 0,698 

Cryptography 0,208 0,167 

Maintenance 0,688 0,563 

Protective technology 0,825 0,800 

Audit assurance 0,708 0,708 

Awareness and training 0,800 0,750 

Anomalies and events 0,675 0,575 

Cybersecurity research and development  0,250 0,375 

Security continuous monitoring 0,375 0,484 

Detection processes 0,475 0,350 

Response planning 0,125 0,125 

Response communications 0,400 0,350 

Analysis 0,400 0,375 

Mitigation 0,292 0,333 

Response improvements 0,000 0,000 

Recovery planning 0,375 0,250 

Recovery improvements 0,000 0,000 

Recovery communications 0,333 0,375 

Overall 0,461 0,414 

The same 29 cybersecurity capability domain results are presented as a spider graph in Figure 

15.   
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Figure 15. Spider graph visualisation of case 3 survey results   

It can be seen from Table 9 and Figure 15 that only 12 out of 29 cybersecurity capability 

domains received a maturity index score above 0,500 (good). Moreover, 5 cybersecurity 

capability domains received maturity scores above 0,750 (very good). These are: 

• Business environment 

• Risk management strategy 

• Data security 

• Protective technology 

• Awareness and training 

This means that a good measure of the 140 cybersecurity capabilities received a maturity 

index score below 0,500 (good) in the survey. This translates to 17 security areas of concern 

in terms of maturity, as italicised in Table 9. The maturity baseline of this water entity can be 

visualised as shown in Figure 16. 
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Figure 16. Case 3 maturity index graph 

It can be seen from Figure 16 that most of the cybersecurity capability domains rank below 

the 0,500 mark, with only five above 0,750 and three just below 0,750. 11 out of 29 

cybersecurity capability domains received a utilisation index score above 0,500 (good) with 

only one – protective technology – scoring above 0,750 (very good). This means that a good 

measure of the 140 cybersecurity capabilities received a utilisation index score below 0,500 

(good) in the survey. This translates to the entity scoring below 0,500 (good) on 18 

cybersecurity capability domains, meaning that the water entity has 18 security areas of 

concern in terms of the utilisation of its cybersecurity practices, as italicised in Table 9. The 

utilisation baseline of this water entity can be visualised as shown in Figure 17. 

 

Figure 17. Case 3 utilisation index graph   

Most of the cybersecurity capability domains rank below the 0,5 mark of utilisation, with one 

above 0,750 and three just below 0,750. Figures 17 and 18 indicate to the water entity which 

areas of cybersecurity can be improved upon and which are functioning at the international 
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best practice of 0,750. It is clear from these self-reported survey results that the participants 

believed that the water entity’s maturity and utilisation of cybersecurity resilience practices are 

below par. The entity should address the identified areas of security concern. In particular, the 

entity scored very low in the response and recovery aspects of their cybersecurity practices. 

This means that they are likely to take a significant amount of time to respond to and recover 

from adverse conditions, stresses, attacks and/or compromises. In fact, the overall maturity 

and utilisation index scores are both below the 0,500 (good) baseline, as indicated in Table 9. 

Follow-up cyberresilience assessment interviews were conducted and the results are as 

follows. 

4.4.2 Interview findings 

Two participants were interviewed separately at this water entity. Quantitative scores to similar 

objects of measure were averaged into a single score and the rest are given as separate 

scores. Four main questions were asked, and the first question sought to determine the types 

of cybersecurity controls in place in both the enterprise IT and ICS environments. The second 

question sought to establish the perceived effectiveness and comprehensiveness scores for 

these controls. Interview results are shown in Table 10.  

Table 10. Case 3 interview results  

IT security controls 
(Level 1 cybersecurity practices) 

Effectiveness  

(Actual usage by 

employees) 

Comprehensiveness  

(IT security safeguards) 

Antivirus software 0,600 0,950 

Cybersecurity policy and procedures  0,850 0,850 

Daily backups 0,950 0,950 

Disaster recovery plan   0,950 0,850 

Encryption 0,950 0,950 

Firewall 0,950 0,950 

IT steering committee 0,500 0,500 

Laboratory information management system (LIMS) application 

security  

0,500 0,250 

Mobile devices security 0,475 0,475 

Patch management 0,700 0,700 

Physical security/access control 0,475 0,325 

Security governance framework 0,950 0,950 

Systems access control (includes password policy) 0,725 0,850 

User awareness and training 0,850 0,850 

Vulnerability scans 0,400 0,600 

SCADA access control security 0,725 0,475 

Cloud security policy 0,000 0,000 

Remote working security policy 0,000 0,000 

Holistic database security policy 0.00 0.00 
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It can be seen from Table 10 that three security controls were allocated effectiveness and 

comprehensiveness scores of 0. These are currently being implemented in the organisation. 

In other words, these are required controls but currently absent, which is the definition of a 

0,000 score in the discrete value scale utilised in the study. Regarding the implemented 

security controls, there are three areas of concern in both the effectiveness (actual usage by 

employees) and comprehensiveness (implemented IT security safeguards) of the security 

controls, as italicised in Table 10. The effectiveness security areas of concern are: 

• Physical security/access control 

• Mobile devices security 

• Vulnerability scans 

The comprehensiveness security areas of concern are: 

• Physical security/access control 

• Mobile devices security 

• LIMS application security 

The identified areas of concern at level 1 cybersecurity practices (security controls) are 

consistent with the findings at level 2/3 cybersecurity practices (cybersecurity capabilities and 

domains) from the previous section. This is because, for example, the physical security/access 

control belongs to the identity management, authentication and access control domain; mobile 

devices security to the mobile computing devices security domain; and vulnerability scans to 

the detection processes domain, as referenced from Table 9. The STS classification of the 

interview results are shown in Table 11. The actors and environmental factors were derived 

from the interview transcript as some do not appear in Table 10. 
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Table 11. STS classification of IT security controls  

STS  
dimension 

STS  
domain 

Categorised  
IT security controls 

Social Organisational structure 
(Functions) 

Human-driven physical security  
Security governance framework 
User awareness & training 

Actors 
(People) 

IT steering committee  
IT team 
Remote workers 
Users 

Technical Technology 
(Technical tools & resources) 

Anti-virus software  
Cloud security policy 
Cybersecurity policy and procedures  
Daily backups 
Disaster recovery plan and procedure  
Encryption  
Firewall 
Holistic database security policy  
LIMS application security  
Mobile devices security  
Patch management  
Remote working security policy 
Systems access control (includes password policy) 

 Work activities 
(Tasks) 

Vulnerability scans 
 

Environmental  Service provider 
Government 

Based on the STS classification in Table 11 and using effectiveness scores in Table 10, STS 

computations were made. Applying equation (1) and using effectiveness scores of only the 

scored security controls in Table 11 shows that the overall social Xb = 0,694, technical Yb = 

0,581 and environmental Zb = indeterminate. The environmental dimension is indeterminate 

because the service provider and government as identified from the interview were not 

allocated a score. Once again, the efficacy of the data collection methods utilised, and not the 

data analysis techniques, needs strengthening. As the environmental dimension (Zb) is 

indeterminate, JO cannot be computed using equation (2). Furthermore, the technical 

dimension (Yb = 0,581) has a lower score than the social dimension. Further investigations of 

the water entity’s security controls are therefore required in the technical dimension to ensure 

closure of any security vulnerability gaps. This is in alignment with the italicised interview 

results in Table 10. 

Regarding the ICS environment, it was indicated that the water entity has just taken over the 

entire operation of the SCADA systems from a service provider that had managed this on their 

behalf for many years. This arrangement was, and to a certain extent still is, a security risk. 

As shown in Table 10, the only ICS security control the water entity is managing, through the 

enterprise IT department, is the SCADA access control security. In other words, there are no 

dedicated ICS cybersecurity specialists within this water entity either. Moreover, other 

applicable ICS security controls, some of which are contained within the capability domains in 

Table 9, are not currently being addressed by the water entity. This poses a serious risk to the 

entity’s drinking water supply systems that are either exposed to the entity’s enterprise 
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computer network or accessible remotely by third parties such as the previous service 

provider. 

The third interview question sought to establish the existence and configuration of the 

cybersecurity governance structure. It was found that the water entity has no formal SOC for 

the incidents management function. This is not necessarily a bad thing, as SOCs are 

recommended for larger organisations. For relatively smaller to medium-sized organisations 

such as this water entity, a structured approach by enterprise IT through a governance 

framework is adequate. In this regard, it was highlighted by the interviewee that the 

organisation does follow COBIT for both its IT and information security governance. However, 

it was revealed that the organisation addresses security breaches reactively or as and when 

they occur. In addition, any member of the IT team can be allocated the task of investigating 

a solution regardless of their security skill set and/or experience. This points to either a 

shortage of security personnel, non-adherence to the COBIT for Information Security 

framework, or both. The non-adherence to the COBIT framework could impact on both 

cybersecurity performance and compliance requirements. 

The final interview question sought to establish the types of cybersecurity incidents 

experienced so far. The only major self-reported incident is a physical security breach where 

laptops, tablets and other portable items were stolen. 

4.4.3 Conclusion 

The water entity appears to have a structured approach, through COBIT, to address enterprise 

IT security incidents. In practice and as reflected in both the survey and interview results, the 

entity follows an ad hoc approach to manage cybersecurity controls. As corroborated in the 

interviews, the core issue is a shortage of cybersecurity skills and budget cuts. As in the 

previous case study, a few cybersecurity controls did not have scores allocated. Therefore, 

the STS scores were computed with incomplete data and are thus indicative and not entirely 

reliable. The interview method for eliciting cybersecurity controls data should therefore be 

revised for more complete, reliable and valid data. On the ICS side, the entity has numerous 

SCADA systems security controls either not implemented or still under the control and 

management of the previous service provider. The study concludes that the entity is not 

cyberresilient in either the enterprise IT or ICS environments.  

4.5 Case study 4  

The fourth case study was a water establishment headquartered in the Gauteng Province of 

South Africa. Two participants, both from the ICS environment, took part in the study. In this 

case organisation, no participants from the enterprise IT environment took part in the study. 

The ICS environment at this water establishment is completely air-gapped and has its own 
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domain separate from that of the enterprise IT. Together, the two ICS participants were at 

tactical and operational levels. 

4.5.1 Survey findings 

On the survey closing date both participants from the ICS environment had completed the 

survey. The water cyberresilience assessment results from the survey are shown in Table 12 

below. As in the previous case studies, the assessment was conducted at level 2 cybersecurity 

practices (140 cybersecurity capabilities), and the results in Table 12 have, similarly, been 

rolled up to level 3 cybersecurity practices (29 cybersecurity capability domains). Moreover, 

the results are based on the discrete value scale previously described in Figure 8. 

Table 12. Case 4 survey results 

Level 3 (Cybersecurity capability domain) Maturity Utilisation 

Asset management 
0,646 

0,458 

Business environment 
0,675 0,550 

Governance 0,219 0,156 

Risk assessment 0,354 0,333 

Risk management strategy 0,458 0,292 

Supply chain risk management 0,375 0,325 

Cloud security asset management 
0,438 0,500 

Cloud security off-site activities 
0,536 0,589 

Identity management, authentication and access control 
0,458 0,333 

Data security 
0,469 0,438 

Mobile computing devices security 
0,338 0,256 

Information protection processes and procedures 
0,594 0,490 

Cryptography 
0,583 0,458 

Maintenance 
0,688 0,625 

Protective technology 
0,525 0,525 

Audit assurance 
0,750 0,500 

Awareness and training 
0,725 0,650 

Anomalies and events 
0,575 0,550 

Cybersecurity research and development  
0,375 0,125 

Security continuous monitoring 
0,344 0,313 

Detection processes 
0,425 0,375 

Response planning 
0,500 0,500 

Response communications 
0,600 0,375 

Analysis 
0,450 0,375 

Mitigation 
0,542 0,417 

Response improvements 
0,500 0,375 

Recovery planning 
0,625 0,500 

Recovery improvements 
0,625 0,375 

Recovery communications 
0,542 0,542 

Overall 0,515 0,424 
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The same 29 cybersecurity capability domain results are presented as a spider graph in Figure 

18.   

 

 

Figure 18. Spider graph visualisation of case 4 survey results 

It can be seen from Table 12 and Figure 18 that 12 out of 29 cybersecurity capability domains 

received a maturity index score below 0,500 (good). Moreover, no single cybersecurity 

capability domain received a maturity score above 0,750 (very good). This means that a good 

measure of the 140 cybersecurity capabilities received a maturity index score below 0,500 

(good) in the survey. This translates to 12 security areas of concern in terms of maturity, as 

italicised in Table 12. The maturity baseline of this water entity can be visualised as shown in 

Figure 19.  
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Figure19. Case 4 maturity index graph 

It can be seen from Figure 19 that 15 cybersecurity capability domains rank above the 0,500 

mark at this case study organisation, with two right on the 0,500 mark. Figure 19 also confirms 

that indeed no single cybersecurity capability domain received a maturity score above 0,750 

(very good). 18 out of 29 cybersecurity capability domains received a utilisation index score 

below 0,500 (good), with no single score above 0,750 (very good). This means that a 

substantial number of the 140 cybersecurity capabilities received a utilisation index score 

below 0,500 (good) in the survey. It further means that the water entity has 18 security areas 

of concern in terms of the utilisation of its cybersecurity practices, as italicised in Table 12. 

The utilisation baseline of this water entity can be visualised as shown in Figure 20. 

 

Figure 20. Case 4 utilisation index graph  

Once again, Figure 20 confirms that most of the cybersecurity capability domains rank below 

the 0,5 mark of utilisation, with no single score above 0,750. Figures 19 and 20 indicate to the 

water establishment which areas of cybersecurity can be improved upon and which are 
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functioning at the international best practice of 0,750; however, on this occasion none are. 

However, the overall maturity index is at 0,515, which is relatively good. The overall utilisation 

index score, on the other hand, is at 0,424, which is below the 0,500 (good) baseline. The 

survey results basically indicate that the ICS/SCADA cybersecurity practices are relatively 

good at 0,515 maturity, but that they are not being utilised as they should, which can leave the 

organisation vulnerable. Follow-up cyberresilience assessment interviews were conducted 

and the results are presented in the next section. 

4.5.2 Interview findings 

One participant was interviewed at this water establishment. As in the other three case studies, 

four main questions were asked, and the first question sought to determine the types of 

cybersecurity controls in place in the ICS environment. The second question sought to 

establish the perceived effectiveness and comprehensiveness scores for these controls. The 

results are shown in Table 13.  

Table 13. Case 4 interview results  

IT security controls 
(Level 1 cybersecurity practices) 

Effectiveness  

(Actual usage by 

employees) 

Comprehensiveness 

(ICS security 

safeguards) 

Systems-driven physical security – biometric 0,900 0,900 

Systems-driven physical security – closed circuit television (CCTV) 0,900 0,800 

Human-driven physical security – manual  1,000 1,000 

Human-driven physical security – tags 0,800 0,700 

SCADA systems identity and access management 0,900 0,900 

Supplier identity and access management 0,750 0,800 

Supplier (supply chain) risk management 0,000 0,000 

Anti-malware 0,600 0,900 

Firewall 0,700 0,900 

Overall 0,728 0,767 

It can be seen from Table 13 that one security control was allocated effectiveness and 

comprehensiveness scores of zero. The participant indicated that currently there is a risk in 

that some subcontractors and SCADA software developers have system administrator and 

remote access rights to the network any time and from anywhere. In addition, the water 

establishment has no alert system, e.g. via text, to mitigate when and on what basis (service 

requests) the external service provider would be logging into their SCADA systems. Like many 

systems, there are event logs but with system administrator rights, these could be manipulated 

or even deleted. This is the only individual area of concern highlighted by the participant, as 

italicised in Table 13. In addition, Table 12 also revealed that the supply chain risk 

management capability score was much lower than the 0,500 (good) mark. Thus, the survey 

and interview scores align as far as risk posed by vendors is concerned.  
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The rest of the scores in Table 13 are quite high as indicated and the average scores also 

confirm good security controls at operational level. It should be recalled that the average 

utilisation score through the survey method was 0,424. The utilisation index determines the 

consistency and extent to which organisational cybersecurity practices are being used or how 

consistently and correctly implemented cybersecurity capabilities are applied. Thus, the 

average effectiveness score of 0,728 in Table 13 significantly contradicts the survey findings. 

The third interview question sought to establish the existence and configuration of the 

cybersecurity governance structure. It was found that the water entity has no formal SOC for 

the incidents management function. This is corroborated by the very low maturity and 

utilisation scores on the governance capability in the survey results. The authors are therefore 

inclined to lean more towards the survey findings as reflecting better ICS cybersecurity 

conditions in the water establishment. Thus, the effectiveness score should be around the 

0,424 mark. 

The STS classification of the interview results is shown in Table 14 to determine the balance 

in implementing technical and non-technical ICS security controls. The actors and 

environmental factors were derived from the interview transcript as some do not appear in 

Table 13. 

Table 14. STS classification of ICS security controls 

STS  
dimension 

STS  
domain 

Categorised  
IT security controls 

Social Organisational structure 
(Functions) 

Human-driven physical security – manual 

Human-driven physical security – tags 

Actors 
(People) 

SCADA team 
IT team 
Chief information officer 
Engineers 

Technical Technology 
(Technical tools & resources) 

Anti-malware software  
SCADA systems identity and access management  
Supplier identity and access management  
Firewall 
Systems-driven physical security – biometric  

Systems-driven physical security – CCTV 
Supplier (supply chain) risk management 

 Work activities 
(Tasks) 

Vulnerability scans 
Auditing 

Environmental  Suppliers 
Local government 

Based on the STS classification in Table 14 and using effectiveness scores in Table 13, STS 

computations were made. Applying equation (1) and using effectiveness scores of only the 

scored security controls in Table 14 shows that the overall social Xb = 0,900, technical Yb = 

0,679 and environmental Zb = indeterminate. The environmental dimension is indeterminate 

because the supplier and government as identified from the interview were not allocated a 

score. Once again, the efficacy of the data collection methods utilised, and not the data 

analysis techniques, needs strengthening. As the environmental dimension (Zb) is 
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indeterminate, JO cannot be computed using equation (2). Furthermore, the technical 

dimension (Yb = 0,679) has a lower score than the social dimension. Further investigations of 

the water establishment’s security controls are therefore required in the technical dimension 

to ensure closure of any security vulnerability gaps. This is in alignment with the lower survey 

results italicised in Table 12 where the average utilisation score is 0,424. 

As indicated earlier, the third interview question found that the water establishment has no 

formal SOC for the incidents management function. This is corroborated by the very low 

maturity and utilisation scores on the governance capability in the survey results. As one of 

the bigger water establishments in Gauteng, this is concerning, although it was not established 

if the enterprise IT has a SOC. The fact that the ICS environment has no formalised processes 

and procedures to direct and control cybersecurity practices in their air-gapped environment 

is concerning on its own.  

The final interview question sought to establish the types of cybersecurity incidents 

experienced so far. According to the interviewee, there have never been any major incidents 

up to this point in the ICS environment. 

4.5.3 Conclusion 

The water establishment has chosen an air-gapping strategy for securing their ICS/SCADA 

environment. It appears that having their own domain separate from that of enterprise IT has 

worked so far, as no major cybersecurity incidents have been reported. The interview results 

reveal one major concerning aspect, though, that corroborated the survey findings. The water 

establishment’s SCADA service providers have the highest access privileges (system 

administrator profiles) to SCADA systems where they can remotely access the network any 

time and from anywhere. It is customary to have some, but not necessarily the highest, 

privileged access to do the necessary work, but the most concerning part of this is that the 

water establishment has no alert system, e.g. via text, to mitigate when and on what basis 

(service requests) the external service provider would be logging into their SCADA systems. 

On average, the water establishment’s implemented ICS cybersecurity controls appear to be 

good/mature even though the STS assessment revealed that they are lacking in the technical 

dimension either in (additional security controls) implementation or utilisation.  

4.6 Comparison of case studies 

It is acknowledged that the water entities’ profiles – human and financial resources, population 

sizes being provided with water services and reporting and governance structures – especially 

of the four case studies, are quite different. A comparison of the cybersecurity utilisation and 

maturity cannot simply be compared with each other as the water entities profiles are very 

different with different functions and resources. A comparison can be made in cases where 
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similar water organisations are tested, such as two large water boards or two municipalities of 

similar size and with similar resources. This research, however, targeted various organisations 

to gain insight on and get a perspective of different organisations in the sector. 

 

The cybersecurity resilience comparisons in this section are therefore not based on their 

operational service delivery competence or lack thereof. Rather, the comparisons are based 

on the water entities’ capability to utilise the fundamental best cybersecurity resilience 

practices despite the limited resources in comparison to peers. Table 15 shows the 

comparison of the cyberresilience capabilities of the four case studies. 

 

Table 15. Cyberresilience comparison of the four case studies 

Comparison factor Case  
study 1 

Case  
study 2 

Case  
study 3 

Case  
study 4 

Overall/mean 

Maturity of cybersecurity capabilities 
(Level 2 cybersecurity practices)  

0,258 0,612 0,461 0,515 0,462 

Normalised data value -1,363 1,008 -0,003 0,358  

      

Utilisation of cybersecurity 
capabilities  

0,292 0,517 0,414 0,424 0,412 

Normalised data value -1,297 1,140 0,024 0,133  

      

Effectiveness of cybersecurity 
controls (Level 1 cybersecurity 
practices)  

0,598 0,600 0,492 0,728 0,605 

Normalised data value -0,067 -0,047 -1,165 1,279  

      

Comprehensiveness of 
cybersecurity controls  

0,596 0,500 0,675 0,767 0,635 

Normalised data value -0,3387 -1,183 0,356 1,166  

      

Does formal cybersecurity 
governance structure exist? 

No Yes Partially No Partially 
exists 

Is ICS cybersecurity recognised as 
separate expertise area from 
enterprise IT security?  

 
No 

 
Yes 

 
No 

 
Yes 

 
Partially 
recognised 

Apart from human-driven physical 
security, are there ICS cybersecurity 
controls in place? 

No Very basic, 
and 
currently 
managed by 
enterprise IT 

Very basic, 
and currently 
managed by 
enterprise IT 

Yes Basic to  
non-existent 

Joint optimisation 
(Extent to which social, including 
human factors, technical and 
environmental security controls are 
balanced) before intervention efforts 

 
 
0,117 

 
 
0,231 

 
 
Indeterminate 

 
 
Indeterminate 

 
 
Indeterminate 

STS cybersecurity gaps?  Yes, likely 
within 
environmental 
dimension 

Yes, likely 
within social 
dimension 

Yes, likely 
within 
technical 
dimension 

Yes, likely 
within 
technical 
dimension 

Yes, within 
different STS 
dimensions 

It is apparent from the statistical values in Table 15 that the sector is performing below average 

in terms of CI cybersecurity maturity practices (organisational implementors) at 0,462 and 

utilisation of security processes and procedures (organisational end-users) at 0,412. The 

overall comprehensiveness score of 0,635 is an indirect triangulation mechanism of the 

maturity score, and the overall effectiveness score of 0,605 is an indirect triangulation 

mechanism of the utilisation score. Effectively, the survey (maturity and utilisation indexes) 
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and interview findings (effectiveness and comprehensiveness indexes) should not deviate 

significantly. Unfortunately, they do deviate, as shown in Table 15. This can be explained 

through the normalised data values in italics in Table 13 where the mean and standard 

deviations are computed to show the data values causing the deviations.  

This means that either more case studies (quantity) or more participants (quality) within the 

same case study organisations are required to minimise deviations from the statistical mean. 

The South African water sector’s ability to prepare and plan for (anticipate), absorb 

(withstand), rapidly recover from (restore critical services) and successfully evolve from (adapt 

to) cyberattacks is at average. The maturity of cybersecurity capabilities (level 2 cybersecurity 

practices) of all four case studies can be visualised as a heat map as shown in Figure 21. 

 

Figure 21. Water sector cybersecurity maturity   

The levels of maturity in Figure 21 increase from the inner to the outer core. In other words, 

the more a case study occupies the inner core, the lower its level of cybersecurity capability 

maturity. In comparison with each other, Figure 21 shows that case study 1, which occupies 

mostly the inner core of the heat map, has lower cybersecurity capability maturity than all the 

other case studies. Case study 2 occupies the outer core mostly all around the heat map. 

Case study 3, on the other hand, occupies the outer core mostly on the north, south and east 

hemispheres and inner core on the west hemisphere of the heat map. Lastly, case study 4 

shows higher cybersecurity capability maturity for practices on the north and south 

hemispheres and lower maturity on the east and west hemispheres. 
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The summarised results in Table 15 also indicate that a formalised cybersecurity governance 

structure only exists at case studies 2 and 3. However, case study 3 has only a basic to non-

existent governance structure. Furthermore, case studies 2 and 4 recognise ICS cybersecurity 

as a separate profession with different security requirements and personnel skill sets than that 

of enterprise IT security. However, case study 2’s enterprise IT teams are currently looking 

after some aspects of the ICS cybersecurity requirements; case study 4 has a fully functional 

and separate ICS cybersecurity team whose network domain is also air-gapped. The 

summarised results in Table 15 also indicate that the STS cybersecurity vulnerability gaps are 

more likely to exist in these organisations as they tend to emphasise one STS dimension at 

the expense of the others. This is crucial to attend to, as security is only as strong as its 

weakest link. 

CI cybersecurity resilience assessments were conducted at four water establishments using 

the STS CAM. The assessments were conducted at level 2 (cybersecurity capabilities) 

cybersecurity practices with a survey questionnaire containing 140 questions based on the 

140 CI cybersecurity capabilities developed by Malatji et al. (2021). The assessments required 

the maturity and utilisation indexes to be computed. Based on the summarised findings in 

Table 15, it can be concluded that the water sector’s cybersecurity resilience is currently at 

average levels.  

Only one and half of the case studies have a formalised cybersecurity governance structure 

in place. The rest address security concerns in an ad hoc manner, with few to no dedicated 

cybersecurity specialists available. In addition, only half of the water establishments recognise 

ICS cybersecurity as a separate profession with different security requirements and personnel 

skill sets than those of enterprise IT security.  

Although the joint optimisation index – extent to which the social, including human factors, 

technical and environmental security controls are balanced – could not be computed due to 

the unavailability of the environmental dimension scores at two of the case studies, preliminary 

computations reveal some STS cybersecurity gaps. The summarised results in Table 15 

indicate that the STS cybersecurity vulnerability gaps are more likely to exist in the case study 

organisations as they tend to emphasise one or two STS dimensions at the expense of the 

others. The overall findings are discussed in detail in the next section.  
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5. DISCUSSIONS OF WATER SECTOR CYBERRESILIENCE 

5.1 Introduction 

The recommended (international best practices) baseline level for cyberresilience operations 

is estimated to be about 0,750 (very good). However, each organisation must determine their 

own operational cyberresilience target based mainly on three aspects as recommended by 

NIST (2018): their security requirements, business objectives and technical 

environment/abilities. These factors will inform the organisation on how to work from this 

baseline to set goals, such as to first obtain a 0,400 or 40% maturity, then 0,500 (50% maturity) 

and so on. The baseline resilience level findings of South Africa’s water sector are discussed 

in this section and the model used to conduct the resilience assessments is validated, 

including how this model – the socio-technical systems cyberresilience assessment model – 

can be continuously improved.  

5.2 Water sector cyberresilience level 

5.2.1 Enterprise IT security resilience 

The water sector findings summarised in Table 15 indicate that at least 37,5% of the case 

study organisations have a structured approach to addressing enterprise IT security 

requirements through either a security standard, guideline, framework or any combination of 

these. Similarly, only 37,5% of the case study organisations have a formal cybersecurity 

governance structure in place to direct and control cybersecurity practices and human 

interactions. It is noted that the sector organisations that partially utilise a structured approach 

to addressing enterprise IT security concerns through either a security standard, guideline or 

framework only do this for governance as a regulatory compliance and statutory requirement 

as outlined in the Public Service Corporate Governance of Information and Communication 

Technology Policy Framework. 

 

The findings also indicate that STS IT security vulnerability gaps are likely to exist as a result 

of the way in which the IT security controls (level 1 cybersecurity practices) are implemented.  

This opens socio-technical enterprise IT security gaps that could be exploited by attackers. It 

is acknowledged, however, that the STS scores were computed with incomplete data and are 

therefore merely indicative. The STS data elicitation method requires revision for more 

complete, reliable and valid data. Finally, the strongest theme that emerged regarding 

enterprise IT security practices is a shortage of IT security specialists and budget cuts across 

the IT departments. 
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5.2.2 ICS cybersecurity resilience 

Although the findings in Table 15 indicate that there are currently partial ICS cybersecurity 

controls in place at 50% of the case study organisations, these are largely human-driven, but 

in certain instances there are systems-driven physical access control measures to plants. 

Moreover, where these systems-driven measures are in place, they are managed by the 

enterprise IT team. In other words, a formal ICS cybersecurity team only exists at 25% of the 

sector organisations studied. No formalised ICS cybersecurity practices exist at 75% of the 

sector organisations studied. The ICS/SCADA infrastructure at 75% of the case study 

organisations is therefore neither secure against nor resilient to any malicious cyberattacks 

and/or (un)intentional human errors.  

5.2.3 Overall sector CI cyberresilience  

Data indicates a below-average sector maturity of cybersecurity capabilities (level 2 

cybersecurity practices) of 46,2%. The actual utilisation of the implemented cybersecurity 

capabilities is even worse at 41,2%, as indicated in Table 15. Similarly, the effectiveness of 

the cybersecurity controls (level 1 cybersecurity practices) in the sector is relatively good at 

60,5%, and the comprehensiveness of these controls is above average at 63,5%. This means 

that the South African water sector’s ability to prepare and plan for (anticipate), absorb 

(withstand), rapidly recover from (restore critical services) and successfully evolve from (adapt 

to) natural, human-made and autonomous adverse conditions, stresses, attacks and/or 

compromises is average.  

 

The areas of concern that need immediate attention and improvement in both the enterprise 

IT and ICS environments appear to be under the maturity and utilisation elements of 

cybersecurity practices. It should be recalled that the maturity index measures how well and 

correctly cybersecurity practices are implemented by both the enterprise IT and ICS 

cybersecurity teams, whereas the utilisation index measures how consistently and correctly 

the cybersecurity practices implemented are being used by general employees. The general 

lack of formal cybersecurity governance structures and implementation frameworks at 62,5% 

of the sector organisations studied explains the below-average overall maturity and utilisation 

scores.  

 

The findings also indicate that STS cybersecurity vulnerability gaps are likely to exist because 

of the way in which the security controls (level 1 cybersecurity practices) are implemented at 

organisational level.  Essentially, STS principles state that no matter how mature, effective, 

comprehensive and utilised the cybersecurity controls may be, if a particular set of controls 
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between the social, technical and environmental dimensions is emphasised, the less 

emphasised one(s) will open a vulnerability gap that can be exploited by attackers. A balance 

therefore needs to be struck between the types of security controls implemented at 

organisational level and striving for higher levels of maturity, utilisation, effectiveness and 

comprehensiveness of the controls. Finally, inadequate availability of cybersecurity skills and 

budgetary constraints emerged strongly in all four case study organisations. The shortage of 

cybersecurity skills, in this case ICS cybersecurity skills, is also consistent with the assertion 

that the areas of cybersecurity concern in the sector appear to be in the maturity and utilisation 

of the cybersecurity practices.   

5.3 Cyberresilience assessment model validation 

Resilience assessments start with the definition of a CI’s critical functions as a collective effect 

on the entire system’s performance rather than individual components (Gisladottir et al., 2017). 

The STS CAM utilises five core elements (identify, protect, detect, respond and recover) and 

three STS elements (classify, optimise and mature) to define the critical functions of a CI’s 

entire cyberresilience performance. It was found through the STS CAM deployment at the 

case study organisations that one of the most efficient methods to elicit near real-time data 

that reflects operational reality is through on-site and/or virtual workshops with all key 

stakeholders involved and for the duration required. The (subjective) self-reported 

cybersecurity maturity, utilisation, effectiveness and comprehensiveness scores attained in 

the case studies only hinted at what could be going on in the sector organisations. It is, 

however, acknowledged that workshops of this nature require time, top leadership 

commitment and financial and other resources. 

 

The STS CAM operationalisation methods such as interviews and surveys should therefore 

be mixed with, if not replaced by, comprehensive workshops involving all key stakeholders. 

These workshops could take anything from a couple of days to a week or two, depending on 

various factors such as the size and topology configuration of the CI, number of key 

stakeholders involved and availability of financial and other resources. It is the authors’ 

conclusion that the STS CAM has been validated through the case studies. Only its data 

elicitation techniques as described in this section require improvement to attain near real-time 

data that reflects operational reality. 

 

The deployment of the assessment model in real-life settings through case studies serves as 

validation of the model. The overall sector resilience level (52,8%) indicates that the water 

sector’s ability to prepare and plan for, absorb, rapidly recover from and successfully evolve 

from human-made and autonomous adverse conditions, stresses, attacks and/or 
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compromises is average. In particular, the areas of concern that need immediate attention and 

improvement in both the enterprise IT and ICS environments are in the maturity and utilisation 

elements of the cybersecurity practices. Consequently, the authors recommend a few steps 

to be taken to improve the cybersecurity resilience of the water sector in South Africa in the 

next section. 
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6. RECOMMENDATIONS 

To improve the cybersecurity resilience of the water sector, the following recommendations 

are made: 

• Set up SOCs at larger sector organisations. A formalised cybersecurity governance 

structure, such as a security operations centre to accommodate both the enterprise IT 

and ICS cybersecurity requirements, should be set up at larger sector organisations. 

At smaller water establishments, enterprise IT departments can be capacitated with 

additional ICS cybersecurity specialists as required, without the need for a formal SOC. 

• Adopt a cybersecurity standard, guideline or framework at organisational level. A 

formal cybersecurity standard, guideline, framework or combination of these should be 

mandatory at all sector organisations to direct and control cybersecurity procedures 

and human interactions in a structured manner. 

• Commission specialised teams for enterprise IT security and ICS cybersecurity. 

Dedicated teams should be established to address both enterprise IT security and ICS 

cybersecurity specialised areas. This will ensure that the required cybersecurity skills 

are acquired and suitable personnel recruited. 

• Conduct mandatory annual cybersecurity resilience assessments. Annual 

cybersecurity resilience assessments should be conducted in the entire sector. A 

sector CSIRT should make this a mandatory requirement, through sector cybersecurity 

governance policies, for all sector organisations. Ideally, a sector CSIRT should 

facilitate this annual exercise not only to determine the level of resilience, but to 

encourage information and technology tools sharing, skills transfer, capacity building 

and collaboration within and outside the sector. 

As future research, the authors recommend that the data elicitation techniques of the STS 

cybersecurity resilience assessment model be improved to attain near real-time data that 

reflects operational reality that is as accurate as possible. Time horizon and financial and 

human resources permitting, future research could also deploy the assessment model with 

50% or more of the water sector population/actors participating in the study. This type of 

endeavour should eventually become an annual exercise to continuously improve the model 

while ascertaining the sector’s level of cybersecurity resilience to strengthen safeguards. 
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7. CONCLUSIONS: WATER INFRASTRUCTURE CYBERSECURITY 

RESILIENCE  

The aim of this study was to develop an STS cyberresilience assessment model, with the 

purpose of determining the resilience level of the water sector of South Africa. The CI 

cybersecurity capability framework, which is essentially the modified NIST CF, was adopted 

as the core framework of the cyberresilience assessment model. To quantify that CI 

owners/operators do not emphasise only the technical cybersecurity safeguards, the STS 

cybersecurity optimisation process overarched the core of the cyberresilience assessment 

model. Thus, two different frameworks were combined to develop the STS CAM. The aim of 

the study to develop an STS cyberresilience assessment model was therefore achieved. 

 

The STS CAM was deployed in real-life settings through case studies. The case organisations 

were the water sector CI owners and operators in the public sector. The overall findings of the 

STS CAM deployment are that the cyberresilience of the water sector is average in both the 

enterprise IT and ICS environments. However, the results reflect more the enterprise IT 

security than ICS cybersecurity performance, as fewer security practices were assessed in 

the ICS environment in all case studies. Thus, a pattern emerged from the case studies that 

thought of cybersecurity as something that only concerns, and should be the purview of, 

enterprise IT.  

 

It is for this reason that formalised SOCs to accommodate both the enterprise IT and ICS 

cybersecurity specialised teams should be established at larger water establishments. The 

teams need not be very big; the size can be determined by a water establishment’s security 

requirements, business objectives and technical abilities. Thus, smaller water establishments 

may not necessarily even require the establishment of a SOC. One or two cybersecurity 

specialists per IT and ICS environments could be adequate, depending on the requirements, 

and both governed within the enterprise IT department. A formal security programme in this 

regard can be initiated by adopting the CI cybersecurity capability framework and conducting 

periodic resilience assessments through the STS CAM.  

 

Lessons learnt from the deployment of the STS CAM is that the best method to elicit near real-

time data that reflects reality on the ground is on-site/virtual workshops involving all key 

stakeholders and for the duration required. The (subjective) self-reported security maturity, 

utilisation, effectiveness and comprehensiveness scores only provide a hint as to what could 

be going on in the organisation. It is, however, acknowledged that workshops of this nature 

require time, top leadership commitment and financial and other resources. However, 
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investment in cybersecurity programmes should no longer be a side risk. After all, 

cyberresilience can only be successfully realised through meaningful partnerships and 

continual collaborations among all key stakeholders in the sector. It is a strategic requirement 

that should be driven by boards of directors and executive management of every sector 

organisation.  
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APPENDIX A: WATER SECTOR CYBERSECURITY RESILIENCE ASSESSMENT 

Dear Information & Cybersecurity Practitioner, 

The University of Johannesburg would like to invite you to participate in a research survey 

being carried out as part of the Water Research Commission (WRC)’s project to determine 

cybersecurity governance in the water sector.  

Background and purpose 

Like other sectors in South Africa, the water sector needs to address the sector-specific 

cybersecurity risks proactively and effectively within the guidelines of the National 

Cybersecurity Policy Framework (NCPF). The NCPF is the Cabinet-approved national 

cybersecurity strategy of South Africa. To effectively and proactively address sector-specific 

cyberrisks, a legislative and policy framework, resilience and risk posture, governance 

framework as well as education and training materials are required. By answering all 

questions to the best of your ability, you will be assisting the country, water and sanitation 

sector, your organisation, and individual colleagues in fighting cybercrime and staying 

resilient. 

Case Study Sample 

The study is aimed at any information and cybersecurity practitioners and researchers 18 

years old and above in the water and sanitation sector of South Africa. You must have been 

active in this field for at least 3 years. Your responses are important in helping the entire 

water and sanitation sector determine its level of resilience and risk posture.  

Autonomy, Non-maleficence, Beneficence, and Justice 

Your decision to participate in the study is completely voluntary and you can withdraw 

anytime without giving reasons. Any responses you provide will be anonymous and treated 

in the strictest confidence. The study is only interested in your computer security 

experiences in the water sector. Your responses will therefore only be used as the main 

dataset for the WRC sponsored research study. All reasonable endeavours were made to 

ensure that no harm, now and into the future, may be caused to respondents because of 

their responses. Absolute anonymity and confidentiality are therefore guaranteed since your 

names and contact details are not required anywhere in the study. The management and 

analysis of the data gathered will also comply with the relevant data protection legislations 

to guarantee privacy. Informed consent is assumed once a person has read and understood 

all the above and continued to complete the survey.  

Contact details for further information 

If you have any questions or would like further information, please do not hesitate to contact 

the project leader on +2711 559 1735 or amarnewick@uj.ac.za.  

Thank you for your help.  

Regards, 

Dr. Masike Malatji | Prof. Annlizé L. Marnewick | Prof. Suné von Solms 

 

 

mailto:amarnewick@uj.ac.za
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Section 2: Survey instructions 

The survey questionnaire should take you approximately 60 minutes to complete. Try to 

complete the questionnaire at your most convenient time and without disturbance. The 

survey questionnaire contains two main sections: Biographical information and structured 

cybersecurity assessment questions sections. The biographical information is used to 

evaluate your suitability to complete the survey against the study sample criteria. The 

structured cybersecurity assessment questions section, on the other hand, contains about 

29 close-ended questions. Each of the 29 close-ended questions corresponds to one of the 

29 level 2 cybersecurity practices (cybersecurity capability domains) of the study. For each 

of the 29 questions, two object characteristics need to be measured. These are the ‘maturity’ 

and ‘utilisation’ characteristics or indexes. The ‘object’ in object characteristics refers to 140 

cybersecurity capabilities (required process and technology results) associated with the 29 

cybersecurity capability domains. The maturity index determines the degree to which 

organisational cybersecurity practices have been formalised and optimised (how well and 

correctly a cybersecurity capability is implemented), and the utilisation index determines the 

consistency and extent to which organisational cybersecurity practices are being used (how 

consistently and correctly an implemented cybersecurity capability is applied). From the two 

indexes, the overall cybersecurity assessment index will be computed to determine the 

overall organisational/sector resilience and risk posture and areas requiring immediate 

improvement. 

 

It is important to measure both ‘maturity’ and ‘utilisation’ indexes because a cybersecurity 

capability domain can have several of its cybersecurity capabilities present and utilised; 

however, if they are not correctly configured (i.e., matured), they can be ineffective and/or 

neutralised by a persistent cyberattacker.” I hope that you will find the questions insightful 

and enjoyable by selecting, to the best of your ability, either: N/A (not applicable); 0.00 

(absent); 0.25 (weak); 0.50 (good); 0.75 (very good); 1.00 (excellent). 

Section 3: Biographical Information 

This information will only be used to ensure that you meet the case study sample selection 

criteria. 

My years of 

experience in the 

information and 

cybersecurity 

domain are: 

< 3 years 3-5 years  6-14 years  15-35 years  > 35 years  

My formal 

qualifications are: 

Security 

certificate/s 

Bachelor’s 

degree 

Masters/ 

Doctorate 

Certificate/s 

+ 

Bachelor’s 

Certificate/s 

+ Masters/ 

Doctorate 

I am engaged in 

information and 

cybersecurity work 

as a: 

Practitioner Researcher  
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Sections 4: Structured Cybersecurity Assessment Questions 

Please provide your expert judgement/opinion by allocating a score to each ‘object’ 

(cybersecurity capability) according to your experiences in the organisation. 

 

IDENTIFY No. 
 

  1 Do you perform cybersecurity asset management activities 

according to established policy, processes, and 

procedures? 

  1.1 Identification and documentation of (all) systems and physical 

devices in the organisation 

  1.2 Identification and documentation of (all) software platforms and 

applications in the organisation 

  1.3 Mapping of organisational communication and data flows 

  1.4 Cataloguing of external information systems 

  1.5 Prioritisation of resources (e.g., personnel, data, hardware, 

software, devices, and time) based on business value, 

classification, and criticality 

  1.6 Establishment of cybersecurity roles and responsibilities for the 

entire organisation’s workforce and third-party stakeholders 

(e.g., customers, vendors, partners) 

  2 Do you perform cybersecurity business environment 

classification? 

  2.1 Identification and communication of the organisation’s role in the 

supply chain. 

  2.2 Identification and communication of the organisation’s critical 

infrastructure place and sector. 

  2.3 Establishment and communication of priorities for organisational 

mission, objectives, and activities. 

  2.4 Establishment of dependencies and critical functions for delivery 

of critical services. 

  2.5 Establishment of resilience requirements to support delivery of 

critical services for all operating states (e.g., normal operations, 

under duress/attack, during recovery). 
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  3 Do you perform cybersecurity governance activities 

according to established policy, processes, and 

procedures? 

  3.1 Establishment and communication of the organisational 

cybersecurity policy. 

  3.2 Coordination of cybersecurity roles and responsibilities in 

alignment with internal roles and external partners. 

  3.3 Understanding and management of cybersecurity legal and 

regulatory requirements, including privacy and civil liberties 

obligations. 

  3.4 Assurance that governance and risk management processes 

address cybersecurity risks. 

  4 Do you perform cybersecurity risk assessments activities 

according to established policy, processes and 

procedures? 

  4.1 Identification and documentation of assets vulnerabilities. 

  4.2 Enrolment and receipt of cyberthreat intelligence from information 

sharing forums and sources. 

  4.3 Identification and documentation of both internal and external 

threats. 

  4.4 Identification of potential business impacts and likelihoods. 

  4.5 Determination of risk posture from internal and external threats, 

vulnerabilities, likelihoods, and impacts. 

  4.6 Identification and prioritisation of risk responses. 

  5 Do you have an enterprise risk management strategy that 

incorporates cybersecurity risks? 

  5.1 Establishment and management of risk management processes 

that are agreed to by all relevant organisational stakeholders. 

  5.2 Determination of the organisational risk tolerance that is clearly 

expressed enterprise wide. 

  5.3 Assurance that the organisation’s determination of risk tolerance 

is informed by its role in critical infrastructure and sector specific 

risk analysis. 

  6 Do you perform cybersecurity supply chain risk 

management activities according to established policy, 
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processes and  

procedures? 

  6.1 Identification, establishment, assessment, and management of 

cyber supply chain risk management processes that are agreed 

to by all relevant organisational stakeholders. 

  6.2 Identification, prioritisation and assessment of suppliers and third-

party partners of information systems, components, and services 

using a cyber supply chain risk assessment process. 

  6.3 Implementation of appropriate measures designed to meet the 

objectives of an organisation’s cybersecurity program and cyber 

supply chain risk management plan through contracts with 

suppliers and third-party partners. 

  6.4 Routine assessments of suppliers and third-party partners using 

audits, test results, or other forms of evaluations to confirm that 

they are meeting contractual obligations. 

  6.5 Conductance of response and recovery planning and testing 

with suppliers and third-party partners. 

  7 Do you perform cloud security asset management activities 

according to established policy, processes, and 

procedures? 

  7.1 Regular maintenance and updating of a complete inventory of 

assets located at cloud service providers and/or their 

geographical locations and usage over time. Ownership of these 

is also assigned by defined roles and responsibilities, where 

applicable.  

  7.2 Automated equipment identification is used as a method of 

connection authentication. Location-aware technologies are also 

used to validate connection authentication integrity based on 

known equipment location. 

PROTECT 8 Do you perform cybersecurity identity management, 

authentication, and access control activities according to 

established policy, processes, and procedures? 

  8.1 Issuance, management, verification, revocation and auditing of 

identities and credentials for authorised devices, users, and 

processes. 

  8.2 Management and protection of physical access to assets. 
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  8.3 Management of remote access to assets and information 

systems. 

  8.4 Management of access permissions and authorisations, 

incorporating the principles of least privilege and separation of 

duties. 

  8.5 Protection of network integrity (e.g., network segmentation and 

segregation). 

  8.6 Validation of identities bound to credentials and asserted in 

interactions. 

  8.7 Authentication of assets, devices, and users at the level of risk 

commensurate with the transaction being performed. 

  9 Do you perform off-site and cloud security activities 

according to established policy, processes, and 

procedures? 

  9.1 Establishment and implementation of cloud security policies, 

processes, and procedures. 

  9.2 Establishment and enforcement of off-site authorisation policies 

and procedures to facilitate authorisation for relocation and/or 

transfer of assets (e.g., data, equipment, software and hardware) 

to an offsite premise such as at a cloud service provider. 

  9.3 Establishment and enforcement of procedures for the secure 

disposal of equipment used outside the organisation's premises 

are facilitated through appropriate policies and procedures. 

These policies and procedures include a data destruction 

process that renders recovery of information impossible.  

  10 Do you carry out data security activities according to 

established policy, processes, and procedures? 

  10.1 Protection of data-at-rest. 

  10.2 Protection of data-in-transit. 

  10.3 Formal management of assets throughout removal, transfers, 

and disposition. 

  10.4 Assurance of adequate capacity for maintenance of data 

availability. 

  10.5 Implementation of protection against data leaks. 

  10.6 Verification of software, firmware, and information integrity 

through integrity checking mechanisms. 
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  10.7 The development and testing environment(s) are separate from 

the production environment. 

  10.8 Verification of hardware integrity through integrity checking 

mechanisms. 

  11 Do you actively manage security of mobile computing 

devices according to established policy, processes, and 

procedures? 

  11.1 Anti-malware: A vendor's cybersecurity awareness training 

includes anti-malware awareness training specific to mobile 

devices. 

  11.2 Application stores: Mobile devices storing or accessing vendor 

managed data are managed through an acceptable and 

approved documented list of (software) application stores. 

  11.3 Approved applications: Installation or downloading of mobile 

applications not obtained through an acceptable and approved 

documented list of application stores are prohibited via policy.  

  11.4 Approved software for Bring Your Own Device (BYOD): The 

approved application stores, mobile applications, application 

extensions, and plugins that may be utilised for BYOD purposes 

are supported by a clear BYOD policy and awareness training in 

the organisation. 

  11.5 Awareness and training: A documented mobile device policy that 

includes acceptable requirements and usage for all mobile 

devices, including BYOD, has been provided for by the vendor. 

The policy also has a clear definition of what constitute a mobile 

device, including BYOD, and is regularly communicated through 

the organisation's security awareness and training program. 

  11.6 Cloud-based services: BYOD and/or mobile device activities 

relating to company business data storage and usage at cloud 

service providers obtain organisational pre-approval first. 

  11.7 Compatibility: An application validation process to test for mobile 

devices, application compatibility issues, and operating systems 

has been documented in the organisation. 

  11.8 Device eligibility: The device and eligibility requirements to allow 

for BYOD usage is clearly defined in the BYOD policy. 
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  11.9 Device inventory: All mobile devices used to store and access 

company data have been inventoried and such an inventory list 

is regularly updated. For example, the inventory procedure 

records all changes to the status of BYOD or mobile devices such 

as to whom the mobile device is assigned or approved for usage 

(BYOD), patch levels, operating system, and lost or 

decommissioned status. 

  11.10 Device management: All mobile devices or approved BYOD 

permitted to store, process, or transmit customer data are 

managed through a centralised mobile device management 

system. 

  11.11 Encryption: A mobile device policy enforced through technology 

controls has been put in place to ensure encryption of either the 

entire device or for data identified as sensitive on all mobile 

devices. 

  11.12 Jailbreaking and rooting: A mobile device policy enforced through 

technology controls has been put in place to prohibit the 

circumvention of built-in security controls on mobile devices (e.g., 

jailbreaking or rooting).  

  11.13 Legal: Simple language has been used in the the BYOD policy to 

outline the privacy expectations, e-discovery, requirements for 

litigation and legal holds, and loss of non-company data in the 

event that a wipe of the device is required.  

  11.14 Lockout screen: An automatic lockout screen setting has been 

configured on all approved BYOD and/or assigned mobile 

devices, and the requirement is enforced through technical 

controls. 

  11.15 Operating systems: Organisation-wide control processes are 

used to manage changes to mobile device applications, operating 

systems, and/or patch levels. 

  11.16 Password: A mobile device and/or approved BYOD password 

policy has been put in place and enforced through technical 

controls to prohibit the changing of authentication and password 

lengths requirements. 
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  11.17 Policy: The BYOD policy clearly outlines requirements for the 

user to install anti-malware software, perform data backups, and 

not use unapproved application stores. 

  11.18 Remote wipe: Technical controls have been put in place through 

a central mobile device management system to allow for remote 

company-provided data wipe off on all mobile devices and 

approved BYOD.  

  11.19 Security patches: Technical controls have been put in place 

through a central mobile device management system to allow for 

remote software updates and patch validations on all mobile 

devices and approved BYOD. 

  11.20 Users: The BYOD policy clearly outlines the servers and systems 

permitted for use or access by approved BYOD. 

  12 Do you consistently execute information protection 

processes and procedures? 

  12.1 Creation and maintenance of a baseline configuration of 

corporate IT and/or ICS systems incorporating security principles 

(e.g., concept of least functionality). 

  12.2 Implementation of a system development life cycle (SDLC) 

process to manage systems. 

  12.3 Configuration change control processes are in place. 

  12.4 Conductance, maintenance, and testing of data backups. 

  12.5 Assurance that policy and regulations regarding the physical 

operating environment for organisational assets are met. 

  12.6 Destruction of data according to policy. 

  12.7 Continuous improvement of protection processes. 

  12.8 Effectiveness of protection technologies is shared. 

  12.9 Development and management of response plans (Incident 

Response and Business Continuity) and recovery plans (Incident 

Recovery and Disaster Recovery). 

  12.10 Testing of response and recovery plans. 

  12.11 Inclusion of cybersecurity in human resources practices (e.g., 

deprovisioning, personnel screening). 

  12.12 Development and implementation of a vulnerability management 

plan. 

  13 Do you actively perform cryptography activities? 
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  13.1 Entitlement: Encryption keys have identifiable owners (binding 

keys to identities) and there is an encryption key management 

policy in place. 

  13.2 Key generation: Policies and procedures have been established 

for the management of cryptographic keys (e.g., lifecycle 

management from key generation to revocation and replacement, 

public key infrastructure, cryptographic protocol design and 

algorithms used, access controls in place for secure key 

generation, and exchange and storage including segregation of 

keys used for encrypted data or sessions). Where a cloud service 

provider is involved, the organisation ensures that upon request, 

the cloud service provider informs the organisation of any 

changes within the cryptosystem, especially if organisational data 

is used as part of the service, and/or the organisation has some 

shared responsibility over implementation of the control. 

  13.3 Storage and access: Policies and procedures have been 

established, and supporting business processes and technical 

measures implemented, for the use of encryption protocols for 

protection of sensitive data in storage (e.g., file servers, 

databases, and end-user workstations), data in use (memory), 

and data in transmission (e.g., system interfaces, over public 

networks, and electronic messaging) as per applicable legal, 

statutory, and regulatory compliance obligations. 

  14 Do you keep a log of all your assets' maintenance and 

repairs? 

  14.1 Maintenance and repair of organisational assets are performed 

and logged with approved and controlled tools. 

  14.2 Remote maintenance of organisational assets is approved, 

logged, and performed in a manner that prevents unauthorised 

access. 

  15 Do you actively manage all your cybersecurity protective 

technologies according to established policy, processes 

and 

 procedures? 

  15.1 Determination, documentation, implementation, and review of 

audit/log records in accordance with policy. 
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  15.2 Protection and usage restriction of removable media according to 

policy. 

  15.3 Incorporation of the principle of least functionality by configuring 

systems to provide only essential capabilities. 

  15.4 Protection of communications and control networks. 

  15.5 Implementation of mechanisms (e.g., failsafe, load balancing, 

hot swap) to achieve resilience requirements under normal and 

adverse situations. 

  16 Do you perform data security assurance? 

  16.1 Audit planning: Development and maintenance of cybersecurity 

audit plans to address business process disruptions.  

  16.2 Independent audits: Independent cybersecurity reviews and 

assessments are performed at least annually to ensure that the 

organisation addresses nonconformities of established policies, 

standards, procedures, and compliance obligations. 

  16.3 Regulatory compliance: The organisation has created and 

maintains a control framework which captures standards, 

regulatory, legal, and statutory requirements relevant for 

business needs. The control framework is reviewed at least 

annually to ensure changes that could affect the business 

processes are reflected. 

  17 Do you regularly conduct cybersecurity awareness and 

training? 

  17.1 Awareness training and information for all users. 

  17.2 Privileged users understand their roles and responsibilities. 

  17.3 Third-party stakeholders (e.g., suppliers, customers, partners) 

understand their roles and responsibilities. 

  17.4 Senior executives understand their roles and responsibilities. 

  17.5 Physical and cybersecurity personnel understand their roles and 

responsibilities. 

DETECT 18 Do you analyse cybersecurity anomalies and events? 

  18.1 Establishment and management of a baseline of network 

operations and expected data flows for users and systems. 

  18.2 Analysis of detected events to understand attack targets and 

methods. 
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  18.3 Collection and corelation of event data from multiple sources and 

sensors. 

  18.4 Determination of the impact of events. 

  18.5 Establishment of incident alert thresholds. 

  19 Do you conduct cybersecurity research and development? 

   19.1 Conductance of cybersecurity research and development. 

  20 Do you perform continuous monitoring of cybersecurity 

incidents? 

  20.1 Monitoring of the network to detect potential cybersecurity events. 

  20.2 Monitoring of the physical environment to detect potential 

cybersecurity events 

  20.3 Monitoring of personnel activities to detect potential cybersecurity 

events 

  20.4 Detection of malicious code. 

  20.5 Detection of unauthorised mobile code. 

  20.6 Monitoring of external service providers’ activities to detect 

potential cybersecurity events. 

  20.7 Monitoring for unauthorised personnel, connections, devices, and 

software. 

  20.8 Conductance of vulnerability scans. 

  21 Do you have an established cyberthreats detection 

processes? 

  21.1 Definition of roles and responsibilities for detection to ensure 

accountability. 

  21.2 Compliance of detection activities with all applicable 

requirements. 

  21.3 Testing of detection processes. 

  21.4 Communication of event detection information. 

  21.5 Continuous improvement of detection processes. 

RESPOND 22 Do you have a cybersecurity response plan in the event of a 

cyberattack? 

  22.1 Execution of response plan during or after a cybersecurity 

incident. 

  23 Do you have a cybersecurity response communications 

plan in the event of a cyberattack? 
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  23.1 Personnel know their roles and order of operations when a 

response is needed. 

  23.2 Reporting of incidents consistent with established criteria. 

  23.3 Information is shared consistent with response plans. 

  23.4 Coordination with stakeholders occurs consistent with response 

plans. 

  23.5 Voluntary sharing of information with external stakeholders to 

achieve broader cybersecurity situational awareness 

  24 Do you actively perform cyberthreats analysis resulting 

from the cyberthreats detection process? 

  24.1 Notifications from detection systems are investigated. 

  24.2 Understanding of the impact of the incident. 

  24.3 Conductance of forensics activities. 

  24.4 Categorisation of incidents consistent with response plans. 

  24.5 Establishment of processes to receive, analyse and respond to 

vulnerabilities disclosed to the organisation from internal and 

external sources  

(e.g. internal testing, security bulletins, or security researchers). 

  25 Do you have a cybersecurity mitigation strategy in the 

event of a cyberattack? 

  25.1 Containment of incidents. 

  25.2 Mitigation of incidents. 

  25.3 Mitigation and/or documentation of newly identified 

vulnerabilities as accepted risks. 

  26 Do you have a cybersecurity response improvement plan to 

capture lessons learned after a cyberattack? 

  26.1 Incorporation of response plans lessons learned. 

  26.2 Updating of response strategies. 

RECOVER 27 Do you have a cybersecurity recovery plan after a 

cyberattack? 

  27.1 Execution of recovery plan during or after a cybersecurity 

incident. 

  28 Do you have a cybersecurity recovery improvement plan to 

capture lessons learned after a cyberattack? 

  28.1 Incorporation of recovery plans lessons learned. 

  28.2 Updating of recovery strategies. 
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  29 Do you have a cybersecurity recovery communications 

plan after a cyberattack? 

  29.1 Management of public relations. 

  29.2 Repairment of reputation after a cybersecurity incident. 

  29.3 Communication of recovery activities to internal and external 

stakeholders as well as executive and management teams. 
 

 

 

 


