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Cyber Warfare
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The Earth now and tomorrow 

Population in urban areasPopulation Growth - UN

2025 – 8 Billion people

2011 – 7 Billion people 

2050 – 9,9 Billion people

2011 – 3,5 Billion 

people

2050 – 6,3 Billion 

people

Demand for resources 

1,6 times 1,7 times 1,8 times
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One eighth of the 

world's population 

lacks access to 

safe drinking 

water

Millions die every 

year from 

waterborne and 

water washed 

diseases

Access to clean 

water is a key 

factor in reducing 

poverty, improving 

health and 

achieving 

sustainable 

development. 
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Introduction to SCADA

SCADA (supervisory control and data acquisition) is a system 

operating with coded signals over communication channels so 

as to provide control of remote equipment.



accelerate your ambition 11

This information 

is stored for 

further 

processing

Data is 

collected about 

factors such as 

contamination 

level, PH level, 

purity level etc.

A SCADA 

device is placed 

into a water 

environment 

where it is able 

to collect data
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SCADA and BIG DATA

Big Data analytics offers the 

data management, 

exploratory analytics, and 

data visualization tools 

needed to discover and 

project the important 

behavioural characteristics of 

highly‐complex data 

infrastructure systems that 

can be studied through 

computer simulations. It's in 

the nature of complex 

systems to behave 

unexpectedly and it is only 

through analytics applied to 

output that discoveries are
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③Transmit Data

②GPS

Sensor 

④ Analyze the data ⑤ Pin-point the leak

Commlink

Repeater

Alpha

Permanent Drive-by

Dispatch the field engineer 

directly to the located leaking 

point for confirmation/repair. 

Water Utilities

Web-based daily monitoring

①Noise data from Sensors

Cloud based system allows you to continuously monitor and easily 

analyze leak noise characteristic within the pipe network.

The system will detect and identify the presence and location of the 

leak with high accuracy which can minimize the leakage damage.

Water Leak 

Detection System
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Advantages

• initial cost is comparatively 

inexpensive

• the measuring points can be changed

readily

Radio transmissionRadio transmission

Packet transmission

Sensor

Sensor

Example of

the installation of a gate 

valve

Communication 

Link

Tablet terminal 

device

The method to 

collect the recorded 

data by short-range 

radio transmission 

with vehicles fitted 

with mobile 

receivers going 

round the location 

that the sensors are 

installed such as 

valve chambers and 

fire hydrants

Content by NEC



Advantages

• Few hands are required to collect the 

data

• The detection of the water leakage 

location is high accuracy.

Radio 

transmission

Sensor

Repeater
(Relay station)

Alpha
(Base station)

Repeater
(Relay station)

Repeater
(Relay station)

Alpha
(Base station)

Radio 

transmission

Packet 

transmission

The method to 

collect the 

recorded data by 

radio transmission 

through the base 

station with fixed 

receivers 

permanently as 

relay stations 

(radio receiver) 

installed light poles 

near valve 

chambers and fire 

hydrants
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The summary of the sensor

Vibration sensor
magnet

Equipped with
CPU
storage
battery

Radio antenna

Ex.

the installation of a gate 

valve

Ex.

the installation of fire 

hydrants（horizontal）

Ｉｎｇｒｅｓｓ ｐｒｏｔｅｃｔｉｏｎ ＩＰ６８

Ｔｅｍｐｅｒａｔｕｒｅ Ｒａｎｇｅ －２０℃～８０℃

Ｃｏｍｍｕｎｉｃａｔｉｏｎ Ｐｒｏｐｒｉｅｔａｒｙ ｒａｄｉｏ

Ｂａｔｔｅｒｙ Ｌｉｆｅ ５ Ｙｅａｒｓ ※１

Ｄｉｍｅｎsｉｏｎ Φ４２ｍｍ×１００ｍｍ ※２

Ｗｅｉｇｈｔ ３１０ｇ

※１ depends on the using condition

※２ the dimension of the radio antenna is not included

 Competent for small to medium 

diameter water distribution network

 Compact and waterproof design for

operating environment

 Simple to collect the data by radio 

transmission

 Sensors can be used co-

instantaneously
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【main screen】

【data analysis screen】

① Monitoring the condition of the leakage daily monitoring the presence of 

a leak

② Identification of the leak position perform correlation analysis 

automatically and show the leak position

③ Alert function inform the position that has a high probability of the 

leakage

④ History recording system show the record of investigation and repair on 

a map

⑤ Link to pipe line ledger map（mapping system）data input/output is 

possible with your mapping system

Network leak-noise data is viewed by users through the system interface. 

Data correlation is conducted according to a daily schedule to support 

operational management. 

Network nodes and detected leaks are indicated using GIS overlay that 

enables fast and accurate location of leaks to support efficient isolation 

and repair of pipework.
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Vulnerabilities

changing the way we 

should view Water 

Management

Utilisation of innovative 

off‐the‐grid solutions are the 

solution to mitigate against 

the

Impact of cyber terrorism. 

Innovations and systems that 

are self‐sufficient and 

independent of public utilities

Including water, sewage and

Natural gas systems as well 

as the electrical grid, should 

be the way forward for many 

progressive countries.



Compromise of a National Utility
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SCADA Security 

Vulnerabilities

But what if water utility 

infrastructure is 

hacked?

Interruption of supply and 

services to the local area or 

nationally

International and local 

Reputational damage

National and Local 

Government Political 

implications.

Social unrest due to non 

delivery of services.

Financial loss due to unauthorized access to financial systems 

and interruption of services. 
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Large scale deployment with 

PUB – 42 units of 3VOtox 

installed across Singapore, 

with approx. 70 more units to 

be installed by end 2014

Water Security Validation
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Content by GE

CASE STUDY
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Back-Up Solutions


