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News Feature | December 10, 2013 ‘A\J| E 'i u m Get the latest water industry news,

insights, and analysis delivered to
your inbox.

Cyber Attacks Up By 60 Percent At Water
Utilities Email

By clicking Sign Me Up, you agree to our Terms and that
yeu have read sur Privacy Policy.

YOU MAY ALSO LI P

Water and wastewater utilities are
experiencing a growing number of eyber
attacks.

That's according to data collected by the
Repository for Industrial Security Incidents

(RISI), an industry-wide organization devoted to Water Sector Eves Federal
tracking cyber crime. They published the data in Cybersecurity Efforts
the 2013 Report On Control System Cyber The water sector is watching

Security Incidents. closely as the federal government
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FRANKLIN TEMPLETON
INVESTMENTS

Forbes ' Tech

JUL10, 2014 @ 03:22PM 7,723 VIEWS

Cyber Attacks

COMMENT
NOW

. : . Kate Vinton, Forses sTarr
7 I'write about data breaches, cyber security, and crime.
E FOLLOW ON FORBES (102) ¥ =\ M
FULL BIO ~~
SHARE

Imagine this: Your city has been out of electricity for a full day because the power grid is
being held ransom by an international group of hackers, demanding money before
electricity will be restored. While this might sound like the plot of a dystopian novel, Dr.
Larry Ponemon, founder of the Ponemon Institute, says this kind of attack on an

+ electrical grid or water system could be in our future if critical infrastructure sectors

TREMDING

dimension &

Copyright © 2014 Dimension Data data “

2 FREE Issues of Forbes

Hacking Gets Physical: Utilities At Risk For

PARTNER WITH
A GLOBAL LEADER*

-4% FRANKLIN TEMPLETON
A INVESTMENTS

accelerate your ambition



ABOUT | CONTACT | ADVERTISE | SUBSCRIBE B f E q.'.

EMERSON

Process Management

LOGIN OR REGISTER USING |y f QW

SUBSCRIBE: MAGAZINE | NEWSLETTERS

Home Buyers Guide Drinking Water Wastewater Urban Stormwater Industrial Water Water Utility Mgmt Environmental World Regions Technologies

30 Home > Cyber-attack causes major breach of software controlling critical U.S. infrastructure
2 Twitter
21 Cyber-attack causes major breach of software
@wen  controlling critical U.S. infrastructure
3
G+ Nov. 7, 2014 — The Department of Homeland Security (DHS) recently announced that much of the critical infrastructure
inthe U.S., including major water and wastewater systems, has been jeopardized by a destructive computer malware
98 program.
3 share The "BlackEnergy" virus - allegedly carried out by Russian-affiliated hackers, according to authorities — stems from a

2011 hacking campaign and was also used earlier this year against NATO and other organizations in a similar cyber-
Sponsored by attack.

ABC News noted that the Trojan horse has breached integral software used to operate a variety of national industrial

processes thatinclude water distribution networks, water and wastewater treatment systems, oil and gas pipelines,
wind turbines, power grids, and nuclear plants.
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Industrial water market poised for
tremendous growth, particularly in Asia

INCREASE IN ANNUAL WATER DEMAND 2005 - 2030
Chanoc from 2005

Industrial water accounts for
22% of freshwater withdrawals

Chna

globally DR
Sub-Saharan

- Market size estimated at $29 S

billion annually I
Europe

= Accounts for larger share of & Mabadkia

projected water demand to A

2030 vs. municipal Oceania

7 Source: 2009 McKinsey study “Charting our
Water Future” report

Key water intensive industries:

Mining Maritime & B

Electronics

Energy & Biomedical Pulp & Paper
Chemicals Sciences
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Population Growth - UN Population in urban areas

2011 — 7 Billion people 2011 — 3,5 Billion
people

2025 — 8 Billion people
2050 — 6,3 Billion
people
2050 — 9,9 Billion people

The Earth now and tomorrow

Demand for resources

1,6 times 0‘ .‘ 1,8 times
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One eighth of the
world's population
~ lacks access to
afe drin
water

diseases

‘water washed




SCADA (supervisory control and data acquisition) IS a system
operating with coded signals.over communication channels so
as to provide control of remote equipment.






Big Data analytics offers the
ata management,
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com'p'tlter simulations. It'sin——
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‘the nature of complex

systems to behave

unexpectedly and it is only

through analytics applied to

output that discoveries are
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Quality Infrastructure Water Water
Water Water Treatment & Water Loss Water
Security Purification Management Safety
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Cloud based system allows you to continuously monitor and easily
analyze leak noise characteristic within the pipe network.

The system will detect and identify the presence and location of the Web-based daily monitoring
leak with high accuracy which can minimize the leakage damage.

| Water Utilities |

\d .
QL Dlspatch the field engineer Wa'l_:er Leak
¢ 2{ _directly to the located leaking DeteCUOn SyStem
@ point for confirmation/repair.
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Advantages
* initial cost is comparatively

The method to
collect the recorded
data by short-range
radio transmission
with vehicles fitted
with mobile

inexpensive

-

Tablet terminal
device
Communication [ .

-
-------

» the measuring points can be changed
readily

.
““
.
.
.
.
.
o
K
0
o
B
D
.
.
.
H
-

receivers going
round the location
that the sensors are
installed such as
valve chambers and
fire hydrants

N,

Example of
the installation of a gate
valve
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The method to
collect the
recorded data by
radio transmission
through the base
station with fixed
receivers

permanently as
relay stations
(radio receiver)
installed light poles
near valve
chambers and fire
hydrants

Alpha &
(Base station) M
Repeater

A ‘ (Relay station)

N

S Q
Repeater
(Relay station)

M

Alpha

(Base station)

Advantages

* Few hands are required to collect the
data

* The detection of the water leakage
location is high accuracy.




Equipped with

CPU

storage ’ R

battery Ex. Ex.
the installation of a gate the installatio_n of fire
valve hydrants (horizontal)

Vibration sensor
magnet

Ingress protection IP68

! Temperature Range —20°C~80°C
Competent for small to medium e =

diameter water distribution network Communication Proprietary radio

Battery Life 5 Years 1

Compact and waterproof design for

operating environment Dimension ®42mm X 100mm %2

Weight 310¢g

Simple to collect the data by radio
transmission

%1 depends on the using condition
Sensors can be used co- 32 the dimension of the radio antenna is not included

instantaneously

Content by NEC



o
- o gt
.-r‘“."‘"' C *
" r - ~
. S | ot
“oh - . v“t
By .-.
= __"'“'“- cxady f'
S e o =
e
. - € A ‘
“ . o_ - “' -
: !
5
o '
e e AL
o TR

T
B o
R
S
D

[main screen]

T T

PEERFT TR

Network leak-noise data is viewed by users through the system interface.
Data correlation is conducted according to a daily schedule to support

operational management.

Network nodes and detected leaks are indicated using GIS overlay that
enables fast and accurate location of leaks to support efficient isolation
and repair of pipework.

(1) Monitoring the condition of the leakage daily monitoring the presence of

a leak

(2) Identification of the leak position perform correlation analysis

automatically and show the leak position
(3) Alert function inform the position that has a high probability of the

leakage

(4) History recording system show the record of investigation and repair on
a map

(5 Link to pipe line ledger map (mapping system) data input/output is
possible with your mapping system

[data analysis screen]




Utilisation of innovative

off-the-grid solutions are tt)'e

solution to mitigate agains\t & o

the e
Impact of cyber terrorism.

~ Innovations and systems that
are self-sufficientand — - =

.~

S ~ independent of public-utilities
> Including water, sewage and .
iR 4 Natural gas systems as well =~
Vu l_ne'@(p”'tlesu . as the electrical grid, should
changing the way we be the way forward for many
should view Water progressive countries.
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Compromise of a National Utility
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A

Vulnerabili y S
. Interruption of supply and National and Local

services to the local area or Government Political
nationally implications.

But what if water utilit Rt

infrastructure is International and local Social unrest due to non
hacked? Reputational damage delivery of services.

Financial loss due to unauthorized access to financial systems
and interruption of services.




Water Security Validation

42 units deployed across Singapore to date

Large scale deployment with
PUB — 42 units of 3VOtox
installed across Singapore,
with approx. 70 more units to
be installed by end 2014
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# » Cowntry # » Country
686 ™ China 124 = United States
4831 = United States T = Hong Kong
87 = Russh = Thailand
67 ™ Hong Kong 49 v Portugal
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Recent technology innovation

AquaSel ZeeWeed 1500-600 LEAPmbr
+ Nonthermal brine + Improved module « Boosts productivity 15%
concenralor performance lo achieve >4 . Radces MBR footprint
+ Reduces waslewaler log virus rejection and by 20%
increased permeability

volume by 10 to 50 times

+ Reduces {resh water
intake by 10% - 20%

+ Environmentally friendly
process thal minimizes

waste chemical and
energy consumption

* Helps reduce membrane
aeration equipment and
controks by 50%

+ Lowers operaling costs
with 30% in energy
savings

+ Increased module surface
area means lewer modules,
racks, conrections needed
for a reduced footprint

* Lower operational costs with
fewer modules for the same
flow

.22 LEAPmbr

Weter & 7100835 Tedvooges Busnds Ovavm

8
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Recent technology innovation

InSight Embreak GenGard
Mpn'tomg * Lower neutralizer + Total treatment
& Diagnostics  andemuision approach for neutral
Tiatonndit breaker usage and alkaling pH
mr; m?mgl J + Energy cost savngs cookng waters
information and insight and reduced fumacoe  + Only halogen
Ear P amissions slablo technology
ly Issue detection Reduced skp n the world
: "“(”“59 "“U“"‘"Y ol production + Uncompromised
2 emen
nd engageme < creased crode pertormance under
+ Analytcal data charga rates siressed conditions
« Assel aptimization

Waor APr00es3 Tedvanges Buakeas o v

%
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MerCURXE

Capabie of achieving
Imits o parts per trilion
lovels

Lower solds generation
compared to
compatitve chamsinas
Effactive on mercury

and other tragiional
heavy melds

Betier envronmental
loxicology profie than
compatitve materials

"

f"'

20U Gooea ERavk Comoary "
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Achieving Water Reuse in
the USA

Challenge: Expanding
population required increased
wastewater treatment

Solution: GE’s MBR technology
to treat wastewater for reuse and

safe disposal

Brightwater Plant

+ Water produced for itrigetion |, heating & cooling and indualrigd
PR3 7

+ Averags dady fow of 31 MGD (11 7342 mastay)

+ Recuoes 1SS and BOD dechangs 1 Pugst Sound by
1,000 D0 B4 {254,000 kgl each yaar

+ Posnoned 10 o8- ey A00ESS \Aue MAQUEIONS

ﬂ Waza | Precses Temvacgms Daras s vaim
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CASE STUDY
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Enviro® Loo

Back-Up Solutions
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